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[NEPEIMOBA

Po3po6ieHo pobouoto rpymnoro y ckiaii:

1. Kopuienko Banepiii IBanoBuu, aA.T.H., mpodecop, 3aBiayBau Kadenpu
Oe3neku 1HQOpMaLli Ta TEIEKOMYHIKAlli — KEpIBHUK poOOYOi Tpynu, rapaHt
MPOrpamH.

2. Kopuenko Anna OmnekcaHnpiBHa, [A.T.H., mnpodecopka, mpodecopka
kadeapu 6e3nexu iHpopMallii Ta TeIEKOMYHIKALIM — WIEHKUHS poO0Y0i rpyIu.

3. T'epacina Omnekcanapa BomoaumupiBHa, K.T.H., JIOIEHTKA, JOLIEHTKA
kadenpu 6e3neku iHPopMallii Ta TEIEeKOMYHIKalli — WIEHKUHS po00Y0i Ipymu.

4. KomamboBa IOmis BikTopiBHa — K.T.H., JOLIEHTKa Kadeapu Oe3rnexku
iHopMaIlii Ta TENEKOMYHIKAIIH — YIEHKUHS poO0YOi IPYIIH.

5. Kpyuinin Omnekcanap BonogumupoBuy, crapumuii BUKIagad Kadeapu
Oe3neku iH(opMallii Ta TeTeKOMYHIKallii — YieH poOo4oi rpymnu.

6. Tumodeer mutpo CepriiioBuu, crapmuii BuKiIagad kadenpu Oe3nexu
iHopMaIlii Ta TENEKOMYHIKAIIN — YieH poboYoi rpyIu.

7. Kosanmenko Aptem Bonogumuposuu, cryneHt rpynu 3IM-25-1- unen
poOoyoi rpymnu.

PerieH3ii-BiAryku 30BHIIIHIX CTEUKXOJAEPIB:

1. €sren [on, nupextop [enmapramenty uudpoBoi TtpaHnchopmairii,
iHOpMAIITHUX TEXHOJIOTIH Ta eJNEeKTPOHHOro ypsayBaHHsA JIHITPONETPOBCHKOT
o0J1acHOI Jiep)KaBHOI aMiHICTpaIlii.

2. Iletpenko Iletpo IBanoBHMY, K.T.H., nupekTop TOB HaykoBo-BHpoOHHYOTO
nignpuemcTba «baraTokananbHi iHGopMartiiHi cuctemu nepenadi « BICIIDy.
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BCTVII

OcsiTHRO-TIpO(eciiiHa mporpama po3poOieHa Ha ocHOBI CTaHIapTy BHIIOL
OCBITH MIATOTOBKH MaricTpiB cnemiaasHocTi 125 KibGepOesneka, 3aTBepyKEHOT0
HakazoM MOH Vkpainu Big 18 Oepesnst 2021 p. Ne 332, 3 ypaxyBaHHSIM 3MIHU
Ha3Bu crerianbHocTl 125 KibepOesneka Ta 3axuct iHpopmartii (Iloctanosa Kabinety
MinictpiB Ykpainu Big 16 rpyans 2022 p. Ne 1392). ta I[IpodeciitHoro crannapty
«®PaxiBenb chepu 3aXUcTy 1HPOpMallii», IKUA 3aTBEPIHPKEHO HAKa30M AJMIHICTpallii
Hepxcnen3s’si3ky Ne 715 Big 25 nucronana 2022 p.

OcgimHbo-npogecitina npocpama sUKOpUCmMo8yEMbCs Nio 4ac:

— JIILIEH3YBaHHS CHEIaTbHOCTI Ta aKpeIuTallli OCBITHBbOT TPOrPaAMH;

— CKJIaJIaHHS HAaBYAJIbHHX TUIAHIB;

— (hopmyBaHHSI poOOUYMX TIPOrpaM HaBUYAIBLHUX JAUCIUIUIIH, CUIA0yCiB, Iporpam
NPAKTHUK, IHIUBITyaIbHUX 3aBJaHb;

— (hopMyBaHHsI 1HAUBIIyaTbHUX HABUAJIbHUX IJIAHIB CTY/ICHTIB;

— po3po0IeHHS 3aC001B A1arHOCTUKU SIKOCT1 BUIIO1 OCBITH;

— arecTallii marictpis crnemianbHocTi F5 KibepOesneka Ta 3axuct iH(popmailii;

— BU3HAUCHHS 3MICTY HAaBYAaHHS B CHCTEMI IMEPEHiATOTOBKH Ta ITiIBUIICHHS
KkBasiikarii;

— mpodeciiinoi opieHTalii 3100yBaviB ¢axy;

— 30BHIIIHBOTO KOHTPOJTIO SIKOCT1 MIATOTOBKH (DaxiBIiB.

Kopucmysaui oceimnvo-npoghecitinoi npoepamu.

— 3100yBayi BUIOT OCBITH, K1 HaB4at0Thcs B HTY «JI11»;

— Bukimagadl HTY «/II1», ski 3A1HCHIOIOTH MIATOTOBKY MaricTpiB CIEIiaTbHOCTI
F5 Kibepbesmeka Ta 3axuct iHpopmaIrii;

— eK3aMeHalliiiHa komicis  cremianbHOCTI  F5 KibepOesneka Ta  3axuct
iHbopMaIrii;

— mpuiiManbHa komicis HTY «JIIT».

OcBiTHRO-TIpO(ECiiiHa MporpamMa MOIMMPIOETHCSA HAa KadeIpu yHIBEPCHUTETY, SKi
OepyTh yyacTb Yy miAroroBmi (axiBIiB CTyHEHS Marictpa CIHemiaJbHOCTI
F5 KibepOesmneka Ta 3axuct iHpopMarrii.

1 IPO®LJIb OCBITHLOI ITPOTPAMMU

1.1 3aranbHa indopmanis

IloBHa Ha3Ba 3aKiany HamnionanbHuit TexHIYHUNA yHiIBepcUTET «/{HIMPOBChKA MOJITEXHIKAY,
BUIIOI OCBITH Ta ¢bakynbTeT iHpOopMaLIHHUX TEXHOJIOTIH, Kadeapa 6e3nexu iHpopmarlii
IHCTUTYT (paKyIbTeT) Ta TE€JIEKOMYHIKaIlii

Cryninp BUILOT OCBITH Ta | Marictp

Ha3Ba KBamidikaii MaricTtp 3 kibepbe3neku Ta 3aXucty iHdopmarii

Odiuiiina Ha3Ba KiGepbe3neka

OCBITHBOI IPOTpaMH

®opma 3100yTTs Bumoi | OuHa (AeHHa), 3a09HA
OCBITH




Tun nunnomy ta oOcsar
OCBITHBOI IPOTPaMH

Jlumuiom maricTpa, OIMHUYHHH, 00csAT 0CcBITHBOT mporpamu — 90
kpenutiB €EKTC, Tepmin HaBuanHs — 1 pik 4 micsmi

HasiBHicTh akpenuTartii

HarionansHe areHTCTBO 13 3a0€3MeUeHHs IKOCTI BUIIOT OCBITH.
CepTudikaT npo aKpeauTalliro OcBiTHbOI mporpamu. OCBITHBO-
npodeciitna mporpama «Kibepbe3neka crieniarbHOCTI

F5 KibepOesmeka Ta 3axuct iHpopmanii. J[pyruii (Maricrepchkuii)
pIBEHbD.

Ceptudikar Ne 13999 Bin 16.06.2025 p.
Crpoxk nii ceprudikara go 01 aumas 2028 p.

[{ukn/piBeHb HPK VYxkpainu — 7 piBenb, FQ-EHEA — npyruii nukn, EQF-LLL —7
pIBEHb
[TepenymoBu Oco6a mae mpaBo 3100yBaTH CTYMIHb MaricTpa 3a yMOBHU HasiBHOCTI B

Hel nepuroro (6akanaBpChKOro) piBHS BUIOT OCBITH

Oco0arBOCTI BCTYIY Ha OCBITHIO IPOrpaMy BU3HAYAIOThHCS
[IpaBunamu npuitomy 10 HaiioHaJIbHOTO TEXHIYHOTO YHIBEPCUTETY
«/lHimpoBchKa MojTexXHIKay, 0 3aTBeppkeHl BueHoro panoro

MoBa(1) BUKIJIaJaHHS

VYkpaiHcbka

Tepwmin nii oCBITHROT
porpamMu

Tepmin He Moxke nepeBulyBatu 1 pik 4 micsii Ta/abo nepios
akpeauTariii. OCBITHsI mporpaMa miyisrae neperyisiiy BiamoBiTHO 10
3MIH HOpMAaTHUBHOI 0a3u YKpaiHu B cdepi BUILOT OCBITH, ajie He pialIe
OJIHOTO pa3y Ha piK.

InTepuer-anpeca
MOCTIHOTO PO3MIIICHHS
OTIUCY OCBITHBOT
porpaMu

[HdopmartiitHuil TakeT 3a CHeIiabHICTIO

https://bit.nmu.org.ua/ua/

Ocgitai mporpamu HTY «JII1»
http://www.nmu.org.ua/ua/content/infrastructure/structural_divisions/
science_met_dep/educational_programs/

1.2 MeTa ocBiTHBOI Iporpamu

[TinroroBka ¢axiBiiiB 3 kibepOe3neku 13 3a0e3neYeHHSIM OPraHiYHOTO MO€ETHAHHS OCBITHBOI Ta
IHHOBAIIMHOI AISUTBHOCTI, CIIPSIMOBaHa Ha 3A00YTTsI MOTIMOJEHUX TEOPETUYHHUX 1 TPAKTUYHUX
3HaHb 010 GOPMYBaHHS 3/IaTHOCTI PO3B’A3YBATH CKJIaJIHI HAYKOBI Ta IPaKTUYHI TPoOIeMHU
3a0e3nedYeHHs 3aXUIIeHOCT] iH(popMalrii, o 00podseThes (IepenaeThest) B iHGopMalliiHo-
KOMYHIKAI[ITHUX CHCTEMaX, IO JO3BOJUTh BUITYCKHUKAM YCITIITHO 3/IiHCHIOBATH JIOCITIHKCHHS,
MPOEKTYBaHHS, BIPOBAPKEHHS, EKCIUTyaTallil0 Ta MOJACPHI3AIlII0 CyYaCHUX CUCTEM Ta TEXHOJIOTIH
iH(popMaItiitHoT Ta/abo KibepOe3neKy.

1.3 XapakTepuCcTHKA OCBITHHOI MPOrpaMu

[IpeameTHa obmacTh

F Indopmariiini Texuosorii / F5 Kibepbesmneka Ta 3axuct iHpopmarii.
O0’exTH BUBYCHHS:

— CyYacHI IPOLECH JOCIIIKEHHSI, aHai3y, CTBOPEHHS Ta 3a0e31eueHHs
¢GyHKLIOHYBaHHS 1H(OpPMAIIHHIX CHCTEM 1 TEXHOJIOTH, HIIMX Oi3Hec-
onepauifHUX MpoueciB Ha o0’ekTax iH(OpMaLiAHO IISIBHOCTI Ta
KPUTHYHUX 1H]pacTpykTyp cdepu iHpopmarliiiHoi Oe3nexku Ta/abo
Ki0epOe3neku;

— iH(popmaLiitHi CUCTEMH (iH(popMarliiiHO -KOMYHIKaIl1HHI,
iHbOpMaIifHO-TeTIeKOMYHIKaIlil{Hi, aBTOMaTHU30BaH1) Ta TEXHOJIOTIi;

— iH(pacTpyKTypa 00’€KTiB iHPOpPMALIHHOT TISTBHOCTI Ta KPUTUIHUX
iH(pacTpyKTyp;

— CHCTEMH Ta KOMIUIEKCH CTBOPEHHs, 00poOKH, nmepeaadi, 30epiranus,
3HUIICHHS, 3aXUCTY Ta BifoOpakeHHs AaHuX (iH(opMalitHIX NOTOKIB);
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— iH(opManiiiHi pecypcHu pi3HHX KiaciB (B T.4. IepxaBHi iHopmMariiiHi

pecypcn);

— TIporpamMHe Ta MporpaMHO-amapaTtHe 3abe3nedyeHHs (3acoOm)
Kibep3axucry;

— CHCTeMH yIpaBliHHS  iHpopMalidHOIO  Oe3mekoro  Ta/abo
KibepOe3neKoro;

— TEXHOJIOTil, MeToaM, MOojeNi Ta 3acobu iH(opMaIiifHOI Oe3meKu
Ta/abo KibepOe3nekn

— moumituku 'y cdepi 3axucty iHopmamii Ta KibepOe3meku, 1o
peari3yloTh ab0 3acTOCOBYIOTh (YHKIIiT 3a0€3NeUeHHS 3aXUIIECHOCTI
iHbopmarlrii, sika o0pobOnseTbes (mepenaerbcs) B - iHOpPMAIlfHO-
KOMYHIKAI[IMHUX CHCTeMaX, BiJl HECAHKI[IOHOBAHUX i, B BHUTOKY
TEXHIYHUMU KaHAJIaMH Ta BiJ] CTelliaJIbHUX BIUIUBIB HAa 3aCO0M 00pOOKH
iHpopMarii, a Takoxk 1H(popMalii, M0 O03BY4yeTbCcsl Ha O0O0’€KTax
1HGOpMaLIHOT TISTIBHOCTI.

Lini HaByanHs: niarotoska ¢axislliB, 3JaTHUX PO3B’SI3yBaTH 3a4ayl
JNOCHIAHULIBKOTO  Ta/ado0  IHHOBaLIMHOTO  XapakTepy y  cdepi
1HpopMaliiiHOT Ta/abo kibepOe3neku 1 3axucTy iHpopMarlii.
TeopeTuunuii 3mMicT nmpeaMeTHOI 00J1aCTi.

Teopernuni 3acaar HAyKOEMHHUX TEXHOJIOTIH, (I3UYHI 1 MaTeMaTH4YH1
(yHIaMeHTallbH1 3HaHHA, Teopii 1AeHTUdIKaIli Ta TPUMHATTS PIlICHb,
CHUCTEMHOTO aHai3y, CKIAJHUX CHCTEM, MOJCIIOBAHHS Ta ONMTHUMI3aIlii
MPOIIECiB, TEOpii MAaTeMaTHYHOI CTAaTHUCTHKH, KpuNTorpadiyHoro Ta
TEXHIYHOTO 3axucTy iHdopmarllii, Teopii PpHU3UKIB Ta IHIIUX
MDKIUCIUIUTIIHAPDHUX TEOpid 1 TpaKkTUK Yy Traiay3l iHpopMariiHoi
Oe3reku Ta/abo kibepOe3neku 1 3aXucTy iHpopmarii.

Meroau, METOAUKHM Ta TEXHOJIOrii: METOaU, MOMETI, METOIOUKHU Ta
TEXHOJIOT1l CTBOPEHHs, OO0pOoOKM, Iepeaadi, NMpUHMaHHs, 3HUIICHHS,
BiIOOpaXkeHHs, 3axucTy (Kidep3axucTy) iHQOpMamiiHUX pecypciB y
KibeprpocTopi, a TaKOK METOIH Ta MOJIEJl pO3POOKH Ta BUKOPUCTAHHS
OPUKIATHOTO 1 CIEeliaidi30BaHOTrO0 MPOTPaMHOro 3a0e3MeueHHs Ui
BUpINICHHS TpodeciiHuX 3amad B rany3i iHopmamiiHoi Oe3mneku
Ta/abo kibepOe3neku 1 3axucty iHdopmallii; TeXHOJIOril, METOAN Ta
MOJCNI  JOCHIDKCHHS, aHali3y, YIpaBJIiHHA Ta 3a0e3leueHHs
Oi3Hec/omepalifHuX  MpOIECciB 13  3aCTOCYBaHHSIM  CYKYIHOCTI
HOPMATHBHO-TIPABOBUX Ta OPraHi3al[iiHO-TEXHIYHUX METOIB 1 3acC00iB
3axUCTy iH(GOPMaLIHHUX pECypCiB y KibepmpocTopi.

IncTpymMenTH Ta 00,1aIHAHHS:

3aco0M, IPUCTPOi, MEPEKHE YCTAaTKYBAaHHS Ta CEPEIOBUIIE, IPUKIIAIHE
Ta crelianxi3oBaHe nmporpamHe 3a0e3neyeHHs, aBTOMaTU30BaHl CUCTEMHU
Ta KOMILIEKCH MPOEKTYBAaHHS, MOJICIIOBaHHS, eKCILTyaTallii, KOHTPOJIIO,
MOHITOPHHTY,  OOpOoOKM, BiIOOpa)keHHS Ta  3aXUCTy  JIaHUX
(iH}opmMaLiifHUX MOTOKIB), @ TAKOXX METOAM 1 MOJIeNi Teopii pU3HUKIB Ta
yhnpaBliHHSA  1HQOpMalifHUMKM  pecypcaMHd TpH  JOCIUDKEHHI 1
CYHIpPOBOJKEHHI 00 €KTiB  iH(pOpMaliiHOT JiSIBHOCTI y  Tramysi
iHpopManiitHo1 6e3neku Ta/abo Kibepbes3nekH 1 3axucTy iHpopMarlii.

OpienTariisi OCBITHbOT
porpaMu

OcBiTHbO-TIpOdeciiiHa, TPUKIIaJHA Ta MA€ HACTYMHI podeciiiHi

(cnermiamizaniiiHi) akKIeHTH:

1. TlormubneHe BUBYEHHSI Ta 3aCTOCYBAHHS 3aKOHOABYOI,
HOPMAaTUBHO-TIPaBOBOi 0a3u YKpaiHU Ta BUMOT BiJOBIIHUX
MDKHApOJAHHUX CTAHJAPTIB 1 MPAKTHUK MIOJO 3IHCHEHHS




npo¢eciiiHoT AisTbHOCTI.

2. Tlocunena miaroToBka B raiy3i MKAUCIHUILTIHAPHOTO CUCTEMHOTO
aHAITI3y 13 BUBYCHHSM Cy4aCHUX METO]IIB MOJICIIOBAHHS
CKJIaJJHUX HENIHIMHUX MPOLECIB UISI CTBOPEHHS CHCTEM 3aXHUCTY
iHpOpMaLifHIX TOTOKIB Y KOMYHIKAI[IHHUX MEpexax.

3. BuBueHHs Ta 3acTOCyBaHHS TEOpIii, MOJEJICH Ta MPUHIIUIIIB
3a0e3neueHHs TEXHIYHOTO Ta KPUNTOTpadiyHOTO 3aXHUCTY
iH(popMarii B cydacHuX iH(pOpMaIiiHO-KOMYHIKaliHHUX
cucremMax.

4. BuB4YEHHS Ta 3aCTOCYBAHHS IHTEICKTYAIbHUX TEXHOJIOTIH
MO/IETIIOBAHHS MIPOLIECIB B CUCTEMAaX KIOep3aXUCTy, MOHITOPUHTY
Ta ayIuTy 3arpo3 s iHdopmaitii.

5. BmnpoBamxkeHHs, OIIHIOBaHHS BIAMOBITHOCTI Ta €KCIUTyaTaIlis
CUCTEM, KOMIUIEKCIB, IPOTPaMHUX Ta arapaTHUX 3ac00iB
TEXHIYHOTO Ta KPUNTOrpadIqHOTo 3aXUCTy 1H(OopMaIlii, 30kpema,
JUTSI TIOCWJICHHSI K10epOe3neKu 00’ €KTIB KpUTUIHOT

1HOPACTPYKTYPH.

OcHoBHMIT Pokyc
OCBITHBOI IPOTpaMu

CreuianbHa ocBita B ramy3i F Iudopmamiitni  texHomorii /
cnemnianbHocTi F5 KibepOesneka ta 3axuct iHdopmariii.

[TigroroBka ¢axiBIiB, 3AaTHUX JO IHHOBAIIMHOI HAYKOBO-
JOCHITHUIIBKOT  TISTBHOCTI TPU  JOCHIDKEHHI, TPOEKTYBaHHI,
BIPOBA/PKEHHI, €KCIUTyaTallii Ta MOJEpHI3alli CydacCHHX CHUCTEM Ta
TEXHOJIOT1A  3a0e3medeHHs  3axXWIleHOoCTi  1Hdopmarii, 110
00pobnseThes  (mepenaeTbesi) B 1HGOPMAIIHHO-KOMYHIKAIIHHIX
cUCTeMaXx.

KirouoBi cnoBa: kibep3axuct, iHopmarliiitHa Oe3neka, 3axucT
1Hbopmartii, iHGOpMaIIHHO-KOMYHIKaIllifHA cUCTeMa

Oco06mmBOCTI TpOTpaMu

BupoOunua Ta  mepemarecraiiiiHa = TpakTHKa  OOOB’SI3KOBI.
[IpoBoasTECSA B cIemiadi3oBaHUX KOMIT FOTEPHHX JIaboOpaTopisix Ta
KOMIT' FOTEpHUX Kilacax Kadeapu, Ha ©0a3i [IpumHinpoBchbKOro
PETiOHATLHOTO HAYKOBO-TEXHIYHOTO IEHTPY TEXHIYHOTO 3aXUCTY
iH(dopMarllii, a TakoX Ha IMINPUEMCTBAX Ta B YCTaHOBax MicTa Ta
obmacTi.

OpieHTOBaHICTh HA IHHOBAIlII CHCTEM Ta TEXHOJIOTIM KibepOe3meku i
3a0e3MedYeHHsT  3axMINECHOCTI  iHdopmarli, 1o  00poOIseThCs
(nepenaerscsi) B iHGOPMALIHHUX, €NEKTPOHHUX KOMYHIKAIHHUX Ta
iHbOpMaLIITHO-KOMYHIKAlIHHUX ~ CHUCTEMaX, 30KpeMa, KPUTUYHOI
iHbopMaliitHOT iHpacTpyKTypH.

1.4 TlpuaaTHicTh BUIYCKHUKIB 10 MPaleBJIAIITYBAHHS Ta MOJAJIbIIOT0 HABYAHHS

[IpunaTHIiCT 10
MpaleBIalITyBaHHS

Buau ekoHOMIUHOT AisUTBHOCTI 3a KJ1acu()iKaTOpOM BH/IIB EKOHOMIYHOT
nissmeHOCTI JIK 009:2010:
Cexuis J [Hpopmartis Ta TenekoMyHikarrii

Po3znain 62 Komm’roTepHe mporpamyBaHHs, KOHCYJIbTYBaHHS Ta
OB ’s13aHa 3 HUMH JISUIbHICTh

I'pyna 62.0 Komn’roTepHe nporpamyBaHHsI, KOHCYJIbTYBaHHS Ta
MOB’s13aHa 3 HUMH JisJIbHICTD

Knac 62.01 Komn’rorepHe nporpamyBaHHs

Knac 62.02 KoHcynbpTyBaHHs 3 TUTaHb iH(popMaTu3aii

Knac 62.09 Inma nisnpHIcTh y cdepi iHpopMaiiHuX TEXHOIOTIH 1
KOMII ' FOTEPHUX CUCTEM




Po3znin 63 Haganus iHpopmanitHUX mociayr
I'pyna 63.9 Haganns iHmux iHGOpMaIiifHAX MOCITYT
Knac 63.99 Hananns iHmux iHpopMariifHuX MOCIyT, H.B.1.Y.

Cexkuis M IIpodeciiina, HaykoBa Ta TeXHIYHA TISTBHICTb

Poznin 74 Tama npodeciiina, HaykoBa Ta TEXHIYHA JISUTBHICTH
I'pyma 74.9 Tama npodeciiiHa, HayKOBa Ta TEXHIYHA JISUTHHICTD,
H.B.LY.

Kiac 74.90 Inmia mpodeciitna, HaykoBa Ta TEXHIYHA TISUTHHICTD,
H.B.1Y.

Tlonmaneiie HaBYAHHS

MosxnuBicTh HaBuaHHS 3a kBamidikaniinumu piBHsMu: HPK Vkpainu
— 8, piseabp FQ-EHEA — tperiit nukn, EQF-LLL — § piBenb

1.5 Bukjaaganus Ta OHiHIOBAHHSA

Buxknagauas ta

CTy,Z[GHTOIIGHTpOBaHe HaB4YaHH:I, CaMOHaB4YaHHAI, HpO6J'IGMHO -

HaBYaHHS OpIEHTOBAaHE HAaBYaHHS, HAaBYaHHS dYepe3 JIabopaTOpHY MPaKTHUKY.
Jlexuii, ceMiHapH, MPaKTUYH1 3aHSTTS, J1a00paTOpHI pOOOTH B MaIUX
rpymnax, caMocTiiiHa po6oTa, KOHCYAbTAIlli 13 BUKJIaJauaMHu.

O1iHIOBaHHs O1niHIOBaHHA HaBYAIBHUX JIOCATHEHb CTYACHTIB 3IIMCHIOETHCA 3a

peiiTuHroBoro  mkanorw  (mpoxizHi Oamm  60...100) Ta 3a
THCTUTYIIHOIO KO («BIIMIHHO», <«I00Ope», «3aq0BUILHOY,
«HE3aJ0BUTHHOY»), 110 BUKOPUCTOBYETHCS JIsi KOHBEpTaIlii OI[IHOK
MOOUIBHUX CTY/ICHTIB.

OmiHIOBaHHS BKIIIOYAa€ BECh CIEKTP KOHTPOJLHUX TIPOLEAYp Y
3QJIGKHOCTI  BiJl KOMIICTCHTHICTHUX  XapaKTEPUCTHK  (3HAHHS,
yYMIHHS/HABUYKHM, KOMYHIKAI[is, aBTOHOMIS 1 BIiMOBIiAaJbHICTD)
pe3ysbTaTiB HAaBYaHHS, IOCATHEHHS TKUX KOHTPOJIFOETHCSI.

PesynbTaTi HaBUaHHS CTYAEHTA, IO BiIOOPaKAIOTh NOCATHYTUH HUM
pIBEeHb KOMITIETEHTHOCTEH BIIHOCHO OYIKYBAaHMX, 1IEHTU(DIKYIOTHCS Ta
BUMIPIOIOTBCSL MMiJi Yac KOHTPOJBHUX 3aXOJiB 3a JOIMOMOTOI0
KpUTEpIiB, 110 KOPEIIOIOTHCS 3 omnucamMu KBamiikamidHUX pIBHIB
HamionansHoi paMKH KBamidikarii 1 XapaKTEPHU3YIOTh
CIIBBIIHOIICHHS BHUMOI' JIO DPIBHS KOMIIETEHTHOCTECH 1 IMOKA3HUKIB
OIIHKY 32 PEHTHHIOBOIO IIKAJIOK.

[TincymMKOBHUII KOHTPOJb 3 HABYAJIBHUX AMCLMILIIH 3IHCHIOETHCS 3a
pe3yilpTataMH  TOTOYHOTO  KOHTPOJIIO  abo/Ta  OLIHIOBaHHSAM
BUKOHAHHA KOMIUIEKCHOI KOHTpPOJIbHOI poOoTu abo/Ta ycHHUX
BIATIOBIZIECH.

OmiHiOBaHHS pe3y/lbTaTiB MPOBOAUTHCS BiINOBiIHO /10 [losnokeHHs
YHIBEPCUTETY MpPO OIIHIOBaHHS pPE3y/IbTaTiB HaBYaHHA 3/100yBauiB
BHIIIOT OCBITH

dopma BUITYCKHOT
arecrarii

Atecranis 3700yBadiB BHINOI OCBITM 3AIHCHIOETBCA Yy  (opMi
nyOJIIYHOTO 3aXUCTy KBatiikaniiHoi poOoTH MaricTpa.
Kpamidikamiiina poboTa Mae po3B’s3yBaTH CKIAJHY 3agady
iHpopMmaniiiHOT Oe3nekn Ta/abo KkibepOesneku 1 mependavyaTu
MIPOBEJICHHS AOCTIHKeHb Ta/a00 3AiHCHEHHS IHHOBAIIIH.

Po6oTa nepeBipsieThCsl HA HAABHICTH ILIariaTy 3TiJHO 3 MPOLELYpOIO,
BHU3HAYEHOIO CHCTEMOIO 3a0e3MeUeHHsI IKOCT1 OCBITHBOT JisUIBHOCTI Ta
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SIKOCT1 BHII[OT OCBITH YHIBEPCHUTETY.

3axuct KBamidikamiiiHoi poOoTH BigOyBaeThCs NPUIIOAHO HA
3aciiaHHi eK3aMeHaniiHo1 KOMICii.

Ksamidikarmiiina  po0oTa  ONPWIIOJHIOETBCS B PENO3UTOPIi
YHIBEpPCHTETY.

1.6 PecypcHe 3a0e3neueHns peasizauii nporpamu
Crnerudiuni KangpoBe 3a0e3meueHHs BiINOBiAa€ KaJApOBHUM BHUMOTaM MO0
XapaKTEepPUCTUKH 3a0e3neueHHs] MPOBA/KEHHS OCBITHBOI MISTIBHOCTI JUIS  JIPYrOro
KaJIpOBOTO (MaricTepchKOro) piBHS BUIIOI OCBITH BimmoBigHO g0 JIieH31MHMX
3a0e3MeyeHHs YMOB IPOBA/IKEHHS OCBITHBOT JISTIbHOCTI.
Jlo mpoBeleHHsSI ayIUTOPHUX 3aHATh 3alydaloThbesl IpodecioHanu-
MpakTUKA 3 [IpUIHIIPOBCHKOTO IICHTPY TEXHIYHOTO 3aXHCTY
1HpopMarlii.
Buknagaui mnepioguyHO TMOCHIIIOIOTH CBOKO TIATOTOBKY uepes
MpOIIeAYpY MIIBUILECHHS KBasi(iKalii.
Crnenndiuni MarepianpbHO-TeXHIYHE 3a0€3MEYeHHS BIANOBIA€ TEXHOJIOTTYHUM
XapaKTePUCTUKHU BUMOTaM III0JI0 3a0e3MeueHHs TMPOBA/KEHHS OCBITHBOI MISUTBHOCTI
MatepiajabHO- U Ipyroro (MaricTepchbKoro) piBHS BHILOI OCBITH BIAMOBITHO /0
TEXHIYHOTO JlieH31iiiHMX yMOB NMPOBA/IXKEHHS OCBITHHOT ISIIbHOCTI.
3a0e3neyeHHs [ligroToBKa 3a [JaHOIO OCBITHBOIO MPOTPAMOIO 3IMCHIOETHCS B
1abopaTopiAX: EIEKTPOHIKH; KOMIT FOTEPHOTO MOJICITIOBAHHS; 3aC001B
TEXHIYHOTO 3aXUCTy i1HopMaIlli; kibepOe3neku 13 BUKOPUCTaAHHSIM
KOMIUIEKCIB 3ac00iB 3axucty «I'pud», aBTOMaTH30BaHOTO KOMILIEKCY
PaTiOMOHITOPUHTY "AKOP-2ITK-M", OaratoyHKITIOHAILHUX
norrykoBux npuctpoiB ST-031P , Ilipanss” Ta CPM-700 «Axkymay.
Crnenndiuni [adopmartiitHe 3a0e3meueHHs nepeadavae HasBHICTh:
XapaKTEePUCTUKHI - BITYM3HSIHUX Ta 3aKOPJOHHUX (PaxOBUX MEPIOJUYHUX BUIAHb
iH(pOopMaIiitHoTO Ta BIJIMOBITHOTO TTPOdiTr0 y 610110TEII 3aKIaay OCBITH (Y TOMY YHCHIi B
HaBYaJIbHO- €JICKTPOHHOMY BHUTJISI1) 3aJICKHO BiJl HAMBUIIOTO PIBHS, 32 SIKUM
METOIUYHOTO (haKTHYIHO MPOBAAUTHCS OCBITHS JTISUTHHICTB;
3a0e3MeyeHHs - noctyny A0 0a3 JaHUX MepioAUYHUX HAYKOBHUX BUIaHb aHTJIIHCHKOIO

MOBOIO BIZIITOBITHOTO MTPOQiITIO;

- BUKOPHUCTaHHS MPOoQeCifHOT TUCTaHIIMHOT TIaThOPMH MIATOTOBKU
(haxiBIiiB 3 KibepOe3IeKu;

- oirifiHorO BebcaiTa 3aKkiaay OCBITH YKPATHCHKOIO Ta aHTIIHCHKOIO
MOBOIO, Ha SIKOMY pO3MillleHa OCHOBHA iH(opMallis mpo Horo
JSUTBHICTD (CTPYKTYpa, JileH31i Ta cepTudikatu Mpo akpeauTallio,
OCBITHSI/OCBITHbO-HAyKOBA/ BUIaBHUYa/aTecTalliiiHa (HAyKOBUX
MPAaliBHUKIB) AISIBHICTh, 3pa3Ku JOKYMEHTIB PO OCBITY, YMOBH JJIs
JOCTYIHOCTI 0¢i0 3 IHBATIIHICTIO Ta IHIIUX MaTOMOOUIBHUX TPYII
HaceJIeHHs 70 IPUMIllleHb, HaBYaJIbHI Ta HAYKOB1 CTPYKTYpHI
MIAPO3/UTH Ta X CKJIa, epeik HaBYaIbHUX JUCIUIUTIH, TpaBUIIa
npuiioMy, KOHTaKTHa iHpOpMaLis).

HaBuanbHo-meToauuHe 3a0e3neueHHs nepeadadyae HasIBHICTb:

- 3aTBEP/PKEHUX OCBITHBO-TIpO(deciiiHOi mporpaMu, HaBYaJIbHUX IUIAHIB,
3a SKUMU 31IHCHIOETHCS MIATOTOBKA 37100yBayiB BUIIOT OCBITH;
poOOUMX Mporpam 3 ycix HaBYAJIbHHUX JUCIMILIIH HaBYaIbHUX IJIaHIB;
- Iporpam 3 ycix BUAIB MPAKTUYHOI MIATOTOBKH JI0 KO>KHOT OCBITHBOT
MIPOrpaMH;

- METOJIMYHUX MaTepiajliB AJIs MPOBEJICHHs MiICYMKOBOI arecTaii
3100yBaviB BUIIIOi OCBITH TOMIO.




11

MetoauuHi Matepiand po3MilieHi Ha miIaTGopmi JTUCTAHIIHHOT
ocsit Moodle, caiiti kadenpu ta B nogarkax cepgicis Office 365:

https://do.nmu.org.ua/course/index.php?categoryid=>5.

1.7 AxagemiuHa MOOIJIBLHICTDH

HarionanbHa kpeauTHa
MOOLIBHICTh

MO>KIHBICTh YKJIaJaHHs YTOJ IPO aKaJeMiuHy MOOUIBHICTE, PO
NOJIBiifHE TUTJIOMYBAHHS TOIIO

MixHapoaHa KpeaIuTHA
MOOLIBHICTh

MO>KIHBICTh YKJIaJaHHS YTOA PO MDKHAPOJHY MOOUIBHICTB, TIPO
NOJIBIIfHE JUIIJIOMYBaHHS, PO TPHUBAJIi MDKHAPOIHI MPOEKTH, L0
nepea0avaloTh HaBYaHHS CTYJEHTIB TOIIO.

[TonosxeHnHst mpo MOPSAIOK peanizallli mpaBa Ha aKaJIeMIuyHy
mobinbHicTs HTY "[IHinpoBcekka nogirexuika': http://surl.li/crwsa
Crpareris iHTepHanionanizanii HTY "/IHinpoBcbka nomirexHika':
http://projects.nmu.org.ua/ua/Internationalisation_strategy_en_2025.pdf
[Ipouenypa B1i100Opy Ha Mporpamu akajeMIq4HOI MOOUIBHOCTI:
http://projects.nmu.org.ua/ua/Selection procedure applied for the
selection of students and staff for mobility.pdf

JHoctymnHi nporpaMu MOOUIFHOCTI Ta YHIBEPCUTETH-TIAPTHEPHU:

1. Erasmus+ K107:

- VuiBepcut Xaeny, (Icnanis);

- YuiBepcurer JleoOeny (ABcTpis);

- Yankupu Kaparekin YuiBepcutet (Typeuunna);

- BpoitaBcrka mositexHika.

2. Crunennis banen-Broprembepr (Baden-Wurtemberg):

- VuiBepcuter Ecninreny (mporpama — Information Technology (B));
- VuiBepcutet PoitTiminreny, HimeuunHa.

3. Ilporpama Typenpkux oOMiHiB MeBiana.

HaBuauss iHO3eMHHUX
3100yBaviB BUIIOL
OCBITH

Hapuanns iHO3eMHUX 3700yBadiB BHUIIOI OCBITH MepeadadyeHo
YKPaTHCHKOKO MOBOO

2 OBOB "A3KOBI KOMIIETEHTHOCTI

[HTerpasibHa KOMIIETEHTHICTh MaricTpa 3i cnerianbHocTi F5 Kibepbesneka Ta
3axucT iH(opMaIllii - 37aTHICT, 0COOM PO3B’S3yBaTH 3aj1adl JOCHITHUIIBKOTO Ta/abo
IHHOBAIIIHHOTO XapakTepy y chepi indopmariiiHoi 6e3neku Ta/abo KibepOe3neKu.

2.1 3aranpHi KOMIIETEHTHOCTI

Hludp KomnerenTHoCTI
1 2
K3-1 31aTHICTh 3aCTOCOBYBATH 3HAHHS Y IPAKTHYHUX CUTYaIlisX.
K3-2 31aTHICTh MPOBOJUTH JAOCIIKEHHS HA BIIMOBIIHOMY PIBHI.
K3-3 31aTHICTH 10 aOCTPAKTHOTO MUCJICHHS, aHAII3Y Ta CHHTE3Y.
K3-4 3aTHICTh OLIIHIOBATH Ta 3a0e3MevyBaTH SKiCTh BUKOHYBAHUX POOIT.
K3-5 3MaTHICTh CIIUIKYBATUCS 3 TPEACTaBHUKAMH 1HIIMX NMPO(ECIHUX IpyH pi3HOTO PIBHS
(3 excriepTaMu 3 IHIINX Taly3eil 3HaHb / BUIIB €KOHOMIYHO1 NiSTILHOCTI).



https://do.nmu.org.ua/course/index.php?categoryid=5
http://surl.li/crwsa
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2.2 CremaipHl KOMIIETEHTHOCTI

2.2.1 ®axoBi (cnerianbHi) KOMIETEHTHOCTI 3a CTAaHIAPTOM BHUIIOi OCBITH

HIudgp KomnerentHocTi
1 2
Kdl1 31aTHICTh OOIPYHTOBAHO 3aCTOCOBYBATH, IHTETPYBATH, PO3POOIISATH Ta

YIOCKOHAIIOBATH CyJacH1 iHpopMaiiiiHi TeXHOIOTIi, Pi3UdHI Ta MAaTEMAaTU4HI MOJIEII, a
TaKOK TEXHOJIOT1l CTBOPEHHSI Ta BAKOPUCTAHHS MPHKJIAIHOTO 1 CIIeIiaai3oBaHOTO
MIPOrpamMHOTO 3a0e3MeUYeHHs s BUpIIeHHs npodeciitaux 3aaa4 y chepi iHhopmariitHoi
Oe3neku Ta/abo KibepOe3neKu.

K®d2 3/1aTHICTh pO3pOOISATH, BIPOBA/KYBATH Ta aHAJI3yBaTH HOPMATHUBHI JJOKYMEHTH,
MOJIOXKEHHSI, IHCTPYKIIi i1 BUMOTH TEXHIYHOTO Ta OpPraHi3alliifHOro CrpsiMyBaHHs, a
TaKOX IHTErpyBaTH, aHaII3yBaTH 1 BUKOPUCTOBYBATH Kpallll CBITOBI PAaKTUKH,
CTaHapTH y npodeciitHiil nisapHOCTI B cdepl iHpopMalliitHoi 6e3neku ta/adbo
ki0epOe3neku.

K®3 3/1aTHICTh AOCHIIKYBATH, PO3POOIISATH 1 CYIPOBOIKYBATH METO/IU Ta 3aCO0U
iHpopMaliiiHOT Oe3neku Ta/abo kibepOe3neku Ha 00’ ekTax 1H(OopMaIiifHOT AISUIBHOCTI Ta
KPUTUYHOI IHPPACTPYKTYPH.

Kd4 3/1aTHICTh aHaJI3yBaTH, PO3POOIISITH 1 CYIIPOBOJIKYBAaTH CUCTEMY YIIPABIIIHHSA
1H(bOopMaIiitHOI0 Oe3MmeKoro Ta/abo KibepOe3nekoro opranizaii, opMyBaTH CTpATETIIO 1
MOJIITUKY 1H(OpMaLiiHOT Oe3MeKH 3 ypaXyBaHHSIM BITUU3HSIHUX 1 MDKHAPOJIHUX
CTaHJApPTIB Ta BUMOT.

K®5 | 3maTHicTs 10 HOCTIKEHHS, CHCTEMHOTO aHAITi3y Ta 3a0e3nedeHHs 6e3mepepBHOCTI
Oi3Hec/onepaiiHuX MPOIECiB 3 METOI0 BU3HAYCHHS BPa3IMBOCTEH iHGOPMAIIITHIX
CHCTEM Ta PEeCypcCiB, aHATI3y pU3UKIB Ta BUSHAYCHHS OIIHKH iX BIUIMBY y BiAMOBIAHOCTI
JI0 BCTAHOBJICHOT CTpATeTii 1 MOMITHKY iHPOpMaIiiHOi 6e31meKku Ta/abo KibepOe3neKn
oprasizaiii.

K6 3MaTHICTh aHATI3yBaTH, KOHTPOJIIOBATH Ta 3a0€3MeYyBaTH CUCTEMY YIPABIIiHHS
JOCTYIIOM 710 iH(OpMaIIHHUX PECYPCIB 3T1IHO BCTAHOBJICHO1 CTpATETii 1 MOJIITUKH
iHpopMarliiiHoT 6e3nekn Ta/abo kibepOe3neku opraHizaitii.

Ko7 31aTHICTh TOCTKYBATH, PO3POOIISITH Ta BIPOBAKYBATH METOH 1 3aX01 TPOTUIIT
KiOepiHIIUIeHTaM, 3A1HCHIOBATH MIPOIEAYPH YIIPABJIIHHS, KOHTPOJIIO Ta PO3CIIITyBaHHS, a
TaKOX HaJaBaTH PEKOMEH/IAII 1010 TIOTIEPEPKEHHS Ta aHaAII3y KiOepIHIIUICHTIB B
LUIOMY.

K®8§ 31aTHICTh TOCIIIKYBATH, pO3POOIISITH, BIIPOBAKYBATH Ta CYPOBOKYBAaTH METOIH 1
3aco6u kpunrorpadiqHOro Ta TEXHIYHOTO 3aXUCTy IHOopMaIlii Ha 00’ €KTax
iHbOopMaLiitHOT IISILHOCTI Ta KPUTUYHOT IHGPACTPYKTYpH, B IHPOPMAIIIHHUX CUCTEMAX,
a TaKOK 3/IaTHICTh OI[IHIOBATH €(PEKTUBHICTh iX BUKOPUCTAHHS, 3TIHO BCTAHOBIEHOL
cTparerii i nomiThKY iH(opMaliiHoi 6e31eku Ta/abo KibepOe3neKu opraHizaiii.

K®9 31aTHICTh aHATI3yBaTH, PO3POOIIATH 1 CYPOBOJUKYBATH CUCTEMY ayIUTY Ta
MOHITOPUHTY €(EeKTUBHOCTI PYHKI[IOHYBaHHS 1H(OPMALIMHUX CUCTEM 1 TEXHOJIOTH,
Oi3Hec/onepaliiHuX MpoIECiB B rany3i iHpopMalliiiHoi 6e3nekn Ta/abo kibepoe3nexku
oprasizaiiii B Iiiomy.

K®10 31aTHICTh MPOBAUTH HAyKOBO-TIEJAroriuHy MisUIbHICTh, MJIAHYBaTH HaBYaHHS,
KOHTPOJIIOBATH 1 CYPOBOXKYBAaTH poOOTY 3 MEPCOHATIOM, a TAKOK MPUHMAaTH eeKTUBHI
pilieHHs 3 MUTaHb iHpopMaIliiiHo1 6e3neKku Ta/abo KibepOe3neKHu.
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2.2.2 CrneuianbHi KOMIIETEHTHOCTI 3 YpaxXyBaHHAM OCOOJMBOCTEH OCBITHBOI
nporpamMmu

HIudgp KomnereHnTHoOCTI

1 2
CK11 | 3marHiCTh AOCTIKYBATH Ta PO3POOIATH METOIM 1 3acO0M 3a0e3TneueHHs KioepOe3neKkH i
3aXUIIEHOCTI iHPOpMAIlil HA OCHOBI IHTEICKTYaTbHOTO MOJICITFOBAHHS HEJIIHIMHIX
JMHAMIYHUX MTPOIIECIB.
3/1aTHICTh BIIPOBA/HKYBATH Ta OIIHIOBATH BIMOBIIHICT CUCTEM, KOMILIEKCIB Ta 3ac00iB
3axucTy iHpopMallii Ta Kibep3axucTy.
3/1aTHICTh 3/1ICHIOBATH TEXHIYHE KEPIBHUIITBO TA HAJIaBaTH KOHCYJIbTATUBHI ITOCIIYTH 3
MUTaHb KI0epOe3neKu Ta 3aXUCTy iHpopMarli.

CK12

CK13

3 HOPMATHUBHUII 3MICT HIITOTOBKU, COOPMYJIbOBAHUI V
TEPMIHAX PE3VYJIbTATIB HABUAHHA

KinneBi, miCyMKOBI Ta IHTETpaTHBHI pe3yJbTaTH HABYaHHS Marictpa 3i
cnemianbHocTi  F5 Kibepbesneka Ta 3axuct iHdopmarllii, 10 BHU3HAYAIOTH
HOPMAaTUBHHUM 3MICT MIJATOTOBKM 1 KOPENIOIOTHCA 3 TEpPeNiKoM 3arajibHUX 1
CHeIiaIbHIX KOMIIETEHTHOCTEMH, MOIaHO HUXKYE.

Hludp IIporpamHi pe3yJibTaTH HABYAHHSA KomnereHTHOCTI

BinbHO criikyBaTHCh Iep>KaBHOIO Ta IHO3EMHOIO MOBaMH, YCHO 1
MMUCHMOBO JJIsI TIPEJICTABIICHHS 1 0OTOBOPEHHS PE3y/IbTaTIB
PHI |mocmimkens Ta iHHOBAIIIH, 3a0e3meueHHs Oi3Hec\omepariiHux K31, K33, Kd1
MPOIIECIB Ta MUTaHb MPOQECIHHOT TISITHHOCTI B TaTy31 iHGOpMaIiiftHOT
Oe3reku Ta/abo KibepOe3neK.

[aTerpyBaTi yHIaMEHTANIBHI Ta CIICIIaIbHI 3HAHHS TSI
PH2 |po3B’s3yBaHHs CKIaAHUX 3a/1a4 iH(popMariiHoi 6e3meku Ta/ado K32, K33, KO 1-Kd3
KiOepOe3neKn y MUPOKUX a00 MYJbTHAUCIHMILUIIHAPHUX KOHTEKCTAaX.

[IpoBaguTy HOCHITHUIBKY Ta/ab0 IHHOBAIIMHY JiSTIBHICTE B cepi
iHpopMarltiitHoT 6e3nekn Ta/abo kibepOe3Ieku, a TaKox B cdepi
TEXHIYHOTO Ta KpUNTOrpadiuHOTO 3aXUCTy iHOopMaIlii y
KibeprpocTopi.

PH3 K31, Kd1

3acTOCOBYBATH, IHTEIPYBaTH, PO3POOIISATH, BIPOBAKYBATH Ta
yIIOCKOHAIIIOBATH cydacH1 iHGopMalliiiHi TeXHOJIOTii, (hi3uyHi Ta
MaTeMaTH4HI METOIH 1 MoJieni B cdepi iHdopmalliiHoi Oe3neKku
Ta/ab0 KibepOe3neKy.

PH4 K31-K34, KO 1-Kd2

Kputnuno ocmucmoBatu npodiemu iHpopMariifiHoi 6e3nexku
Ta/abo0 kibepOe3neKH, y TOMy YUCII1 Ha MDKIaly3eBoMy Ta
MDKJIMCIMITIIIHAPHOMY PiBHI, 30KpeMa Ha OCHOBI pO3yMIHHs HOBUX
pe3yibTaTiB IHKEHEPHUX 1 PI3UKO-MaTeMaTUYHUX HayK, a TAKOX
PO3BUTKY TEXHOJIOT1H CTBOPEHHS Ta BUKOPUCTaHHS CHEIiali30BaHOTO
IIPOrpaMHOTr0 3a0€3MEeYEHHS.

PHS5 K33, K35, Kd2

AmHani3yBaTy Ta OI[IHIOBATH 3aXUIIEHICTh CUCTEM, KOMIUIEKCIB Ta K31, K34, Kodl,
PH6 [3aco0iB Kibep3axuCTy, TEXHOJIOT1l CTBOPEHHS Ta BAKOPUCTAHHS K®3, K®5-KD7,
CIel1a1i30BaHOTO NMPOrPaMHOTo 3a0e3MeYeHHS. K®9
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OOrpyHTOBYBAaTH BUKOPUCTAHHS, BIPOBAKYBATH Ta aHAJi3yBaTH
Kpallli CBITOBI CTaHAAPTH, IPAKTUKU 3 METOIO PO3B’SI3aHHS CKIIAJIHUX

PH7 NP . .. o . K31, K33, Kd2
3a1a4 npodeciiHoi AisTEHOCTI B ramy3i iHpopmaniitHoi 6e3mneku
Ta/abo KibepOe3neKH.
OCIIKYBaTH, PO3pOOIIATH 1 CYIIPOBOKYBATH CHCTEMH Ta 3aCO0M
_ Hocmuwiysati, posp YOPOBOIUKYBATIE Cil K31, K32, K34, K35,
PHS |inpopmariiiHoi 6e3nexn Ta/abo kibepOe3nekn Ha 00’ eKTax
. e : . K®3, K99, K10
iHpOpMaNiiHOT AisUTEHOCTI Ta KPUTHYHOI IHPPACTPYKTYPH.
AmnaizyBatu, po3po0JIsSTH 1 CYIPOBOKYBATH CUCTEMY YIIPABIIIHHSI
) . . S K31-K34, K®d4,
PHY |indopmarniitHoro Oe3rekoro Ta/abo kibepOe3rnekor opranizaiii Ha KD9. Kb10
0a3i cTparerii i MOJIITUKK iHPOpMAIIHHOT Oe3NEeKH. ’
3abe3neuyBatu O0e3MepepBHICTH OI3HEC/OTIEpaIlIfHUX MPOIIECIB, a
PH10 TaKOX BUSBJISITH YPa3IUBOCTI IHOOPMAIIHHUX CUCTEM Ta PECYPCIB, K31, K33, K34,
aHaJII3yBATH Ta OLIHIOBATU PU3UKHU JUIsl iH(opMalliiiHoi 6e3nexu K®5, KO9
Ta/ab0 kibepOe3neKku oprasizaiii.
Amnani3zyBaTy, KOHTPOJIIOBATHU Ta 3a0e3neuyBaTu e(heKTUBHE
PHI1 (YHKIIOHYBaHHSI CUCTEMH YIpaBIiHHA AocTynoM 1o iHpopmaniiaux | K31, K33, K34,
pecypciB BIAMOBIAHO 10 BCTAHOBJICHUX CTPATETIi 1 MOJITHKA K6, KO10
iHbopMaliiiHO1 Oe3neku Ta/abo kibepOe3nekn oprasizaiii.
JocmimxyBaT, po3po0IATH Ta BIPOBAHKYBATH METOIU 1 3aX0/IH
PH12 MPOTUIIT KIOepIHIUACHTaM, 3/IIIICHIOBATH MPOLEAYpHU YIIPaBIIHHS, K31, K33, K34,
KOHTPOJTIO Ta PO3CITYBaHHS, a TAKOXX HajaBatu pekoMeHaarii moao | KP4, KO7, KO10
TIOTIEPEPKCHHS Ta aHATI3Y KIOEPIHIIUAEHTIB B IIUIOMY.
JocnimxyBatu, po3po0siTi, BOPOBAIKyBaTH Ta BUKOPHUCTOBYBATH
METO/IU Ta 3acO0M KpUMTOrpadiuHOTO Ta TEXHIYHOTO 3aXUCTY
PHI3 1H(popMarrii 6i3Hec/onepaniiHuX MPOIECiB, a TAKOXK aHATI3yBaTH 1 K31, K33, K34,
HaJ[aBaTH OIIHKY €()eKTUBHOCTI iX BUKOpucTaHHA B iHpopmaniiaux | KO, KO10
cucTeMax, Ha 00’ekTax iH(popMaiiHOT ISTHHOCTI Ta KPUTHIHOL
1HGPACTPYKTYpH.
AmnanizyBatu, po3po0JIsiTH 1 CYIPOBOIKYBATH CUCTEMY ayIUTy Ta
MOHITOPHHTY €(EeKTUBHOCTI (QYHKITIOHYBaHHS 1H()OpMaIIHHUX K31, K33, K34,
PH14 . o o . . .
CHCTEM 1 TEXHOJIOTIH, Gi3Hec\omepamniiiHux mporieciB y cdepi Kd4, KO9, KO10
iHpopmariiiHoi Ta\abo KibepOe3neKu B HLIOMY.
3p03yMiI0 1 HEIBO3HAYHO JOHOCUTH BJIACHI BUCHOBKH 3 MPOOJIEeM
iHbopMaliitHOT Oe3reku Ta/abo kibepOe3neKku, a TaKokK 3HAHHS Ta
pH|5 |MPopMaLLiNOTC P ; : K34, K35, KD10
MOSICHEHHSI, IO iX OOTPYHTOBYIOTH JI0 NIEPCOHAITY, TAPTHEPIB Ta
1HIIKX 0ci0.
[Ipuitmat 0OrpyHTOBAHI1 PIllICHHS 3 OPTraHi3alliifHO-TEXHIYHUX
nuTaHb iHPopMaIiifHoi 6e3neku Ta/abo KibepOe3neKkn y CKIaTHUX i
Qopman OP y cxal K31-K34, Kd3-KPD7,
PH16 |nenepenbauyBaHUX yMOBaX, y TOMY UMCII 13 3aCTOCYBaHHSIM KD9. Kb10
Cy4JacCHHMX METO/IIB Ta 3ac00iB ONTUMI3allil, MPOTHO3yBaHHS Ta i
MPUIHSATTS PIllICHb.
Marty HaBUYKHM aBTOHOMHOTO 1 CAMOCTIHHOTO HaBYaHHA y cdepi
iHbopMaliiiHOT Oe3reku Ta/abo kibepOe3neKku 1 TOTHUHUX ramy3ei
pH17 |MHPopmaiil 4/ab0 KIbep e 4 K®3, K10
3HaHb, AHANI3YBATH BIACHI OCBITHI MOTPeOU Ta 00’ EKTUBHO
OI[IHIOBATH PE3YJIbTaTH HAaBYAHHSI.
[InanyBaTu HaBYaHHSI, a TAKOK CYIPOBOJIKYBAaTH Ta KOHTPOIIOBATU
s . K31, K34, K35,
PHI18 |poboTy 3 mepcoHanoM y HanpsMy iHpopMaliiiiHo1 Oe3rekn Ta/abo K®10

KiOepOe3nexH.
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OO6uparu, aHanizyBaTH i po3poOIsATH IPUIATHI TUIIOB] AHAIITHYHI,
PO3PaXyHKOBI Ta eKCIIEPUMEHTANIbHI METO/1H Kibep3axucry, K31. K34. K35. K-
PHI19 |po3po6iisitu, peani3oByBaTH Ta CYIpPOBOHKYBATH MPOEKTH 3 3aXUCTY K (Déi K CD’6-K ®’9
iHopmaii y kibeprpocTopi, iIHHOBaLIHHOT AISTILHOCTI Ta 3aXUCTY ’
IHTEJIEKTYJIbHO1 BIIACHOCTI.
CraBuTH Ta BUPIIIYBATH CKJIAHI IHKECHEPHO-TIPUKIIAIHI Ta
PH20 HayKOBI 3a7a4i iH(i)OpMﬁHifIHOT 663H€KI/I'Ta/a6O Ki6ep6esyeKH 3 K31- K35, K1, KO3
ypaxyBaHHSM BHMOT BITYM3HSHUX Ta CBITOBUX CTaHIAPTIB Ta
KpaIuX NPaKTHK.
BI/IK’OpI/ICTOByBaTI/I METOJIM HATYPHOTO, .(1)13I/IHHOFO P . K31-K34. Kb1. Kb3
PH21 [komm’r0Te€pHOTO MOJEIIOBAHHS JIJIsl JOCTIIKEHHS POIIECIB, AKi Kd5. K CI;7 K q;g i
CTOCYIOThCS 1H(hOpMaIliitHOT 6e3nekn Ta/abo KidepOe3neKH. ’ ’
[1nanyBaTu Ta BUKOHYBaTH €KCIIEPUMEHTAbHI 1 TEOPETUYHI
JOCTIIKEHHS, BUCYBATH 1 IEPEBIPATH TIIOTE3U, OOUPATH I LBOTO
PH22 |npuaatHi MeToaM Ta IHCTPYMEHTH, 31MCHIOBATH CTAaTUCTUYHY K32-K34, K1, KO3
00poOKy TaHUX, OL[IHIOBATH JIOCTOBIPHICTb PE3YJIbTATIB JOCIIIKEHb,
apryMEeHTYBaTH BUCHOBKH.
OO6rpynToBYBaTH BUOIp MPOTpaMHOTO 3a0€3MEeUEHHS, YCTaTKyBaHHS
Ta IHCTPYMEHTIB, IH)KCHEPHHUX TEXHOJIOTIH 1 MPOIIECIB, a TAKOXK
. NV K31, K33, K34,
PHD3 o§Me>KeHL IOJI0 HUX B ramysi iHbOopMaIliHOT 6§3neKH Ta/abo KDI-KD3, KD6.
K16ep6e3}161<1/1 Ha OCHOBI CyHaCHUX 3HaHb y CYMDKHUX Tany3aX, | oo
HAyKOBO1, TEXHIYHOI Ta JIOBIIKOBOT JIITEPATYPH Ta IHIIOT JTOCTYITHOT
iHbOopMaIi.
CrneniajJbHi pe3yibTaTH HABYAHHS 3 YPAXyBaHHAM 0CO0JIMBOCTEH
OCBITHBOI IPOrpamMu
3niliCHIOBATH JIOCII/DKEHHS Ta PO3pOOKYy METOMIB Ta 3aco0iB
3a0e3nedyeHHs KiOepOe3mekn 1 3axuiieHocTi iHdopmarii, 110
PH24 |06poGnserbest (mepenmaerbesi) B iH(popmariitHo-komyHiKaridaux| CK11
CHUCTeMaX, Ha OCHOB1 MOJIEJIOBAHHS IPOIECIB 13 BUKOPUCTAHHSIM
METO/IIB CUCTEM IITYYHOTO IHTEICKTY Ta HEJIHIMHOT TUHAMIKH.
BnpoBamkyBaTu nmporpaMHi Ta anapartHi 3aco00M 3aXUCTy iHpopMarrii
PIDS BIJIIIOBITHO 10 Bf:TaHOBJ'IeHI/IX CTpa”l‘“el"i'l.‘ i HOJ"IiTI/IKI/I iH(PonguiﬁHoi' CK12
Oe3reku Ta/abo KibepOesnekn opranizaiii. OiHIOBATH BIATOBIIHICT
CHUCTEM Ta KOMILIEKCIB 3aXHCTy iH(opMarlii Ta kibep3axucry.
3niCHIOBAaTH TEXHIYHE KEPIBHULTBO (HaxiBIsAMH Ta HaJgaBaTH
PH26 KOHCYJ‘ILTaTI/IBH'i MOCIIYTH 1 Texgquy ZIONOMOTY 3 ITHTaHb TEXHIYHOTO CK13
Ta KpunTorpadivHoro 3axucty iHpopMmalii Ta Kibep3axucTy.
4 PO3IIOAIJI PE3VIJIBTATIB HABYAHHA 3A OCBITHIMUA
KOMIIOHEHTAMHU
HIndgp PesyibTaTH HaBYaHHA Haitvenysarist OCBITHIX
KOMIIOHEHTIB
1 2 | 3
1 OBOB’SI3KOBA YACTHUHA
BinbHO CHIKYyBaTUCH I€p>KaBHOIO Ta iHO3eMHOI0 | [HO3eMHa MoBa 15 ipodeciitHol
PH1 | moBamu, yCHO 1 MUCbMOBO /ISl IPECTABIICHHS 1 USIIBHOCTI
0OrOBOPEHHSI Pe3yNbTaTIB JOCTIIKEHb Ta (aHrmilicbka/HiMeIbKa/(hpaHIy3bKa)
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IHHOBAIIIH, 3a0e3neueHHs Oi3Hec\onepaniiHux
MpOIIEeCiB Ta MUTaHb MPO(dECciifHOT NiITBHOCTI B
ranysi indopmariiitnoi Oe3nexu Ta/abo
KiOepOe3neKH.
InTerpyBatu ¢pyHIaMeHTANbHI Ta CHEIiaIbH1 Bukonanss kBasigikariifHoi
3HAHHS 151 pO3B’A3YBaHHS CKJIAIHUX 3a7a4 pobotu
PH2 | indopmariiiinoi 6e3nexu Ta/abo kibepoe3nexn y Cucremu ynpaBiiHHS
IIMPOKHUX a00 MYJIbTHIUCIHILTIHAPHUX iHpopMaliiiHOIO Oe3MeK0I0
KOHTEKCTax.
[TpoBaguTH AOCHIAHUIIBKY Ta/a00 IHHOBAIIHY Texnomnorii 3a6e3nedeHHs
JsUIbHICTB B cepl iHPopMaliiiHoi 6e3nekn Ta/adbo | iHpopMaliiiHoi 1 Kibepbe3neku
PH3 | xibep6e3neku, a Takox B cepl TEXHIYHOTO Ta 00’€eKTIB
KpunTorpa@iuHoro 3axucty iHdopmarii y Bupobunua npaktuka
KibeprpocTopi.
3acTOCOBYBATHU, IHTETPYBATH, PO3POOIIATH, MonentoBaHHS CKIaJHUX
BIIPOBA/IXKYBATH Ta YJOCKOHAIIIOBATH Cy4YacH1 HEJIHIHHUX MPOLECIB B
PH4 | inpopmarriitai rexHosorii, ¢p13uyH1 Ta MaTeMaTH4HI | KibepOe3mnerni
MeTo1 1 MoJieni B cepi iHpopMaliiiHOT Oe3nekn
Ta/ab0 KibepOe3meKu.
Kputnuno ocmucitoBatu npobdiemMu Texnounorii 3a0e3neyeHHs
iH(bopMmartriitHoT 6e3nekn Ta/abo kidbepoe3neku, y 1HdopmariiHoi 1 KibepOe3neku
TOMY YHUCJI1 HA MDKTaTy3€BOMY Ta 00’€KTIB
PH5 Mi}I(,HHF)HHHHiHapHOMy piBHi,' 30Kpema Ha OCHOBi [TepenarecrariitHa mpakTHUKa
PO3YMIHHS HOBUX PE€3YJIbTaTIB 1HKEHEPHHUX 1
(h13MKO-MaTeMaTUYHUX HAYK, a TAKOXK PO3BUTKY
TEXHOJIOT1 CTBOPEHHS Ta BUKOPUCTAHHS
CIeIiaTi30BaHOTO MPOTPAMHOTO 3a0€3MeUCHHSI.
Texnounorii 3a0e3neyeHHs
iHdopMmartiitHoi 1 KibepOe3neku
00’€KTIB
. . . Cucrtemu ynpaBiiHHS
AnanizyBaTu Ta OLIHIOBaTH 3aXMILIEHICTb CUCTEM, | . i
: .. iH(popMaliiiHOIO 0e3MeKor0
PHG | KOMIUICKCIB T2 3aco01B K16ep38,XI/IC.Ty,. TEXHOJIOT1i THTENeKTyaNbH] CHCTEMH
CTBOPEHHS Ta BUKOPUCTaHHS CIELiali30BaHOTO .
IIPOrpaMHOTr0 3a0€3MeYeHHS. Kibepsaxncry
MoentoBaHHS CKJIQAHUX
HEJIIHIMHUX TPOIIECiB B
kibepOe3merri
Bupo6uuua npakTuka
OOrpyHTOBYBAaTH BUKOPUCTAHHS, Cuctemu ynpapiiHHS
BIIPOBA/KYBATH Ta aHAJII3yBaTH Kpallli CBITOBI iHpopMariiiHOIO 0e3MeKor0
PH7 | cranmapty, mpakTHKHU 3 METOO PO3B’SI3aHHS Bupo6uuua npakTtuka
CKJIQJIHMX 3a/1a4 NpodeciiiHoi NisIbHOCTI B raimy3i
iHpopManiitHoi 6e3nekn Ta/abo KibepOesneku.
JlocmipKyBaTH, po3po0IIsATH 1 CyIPOBOIKYBATH Cuctemu ynpapiiHHS
pHg | CHCTEMH TA 3aco0u iH(l)OpM?.LIifIHOI 6§3neKI/I Ta/abo | iHpopMaliiiHOO Oe3MeKor0
KkibepOe3neku Ha 00’ekTax iH(popMaIiiHOT
JUSITBHOCTI Ta KPUTUYHOI IHPPACTPYKTYPH.
AHanizyBaTH, po3po0JIsITH i CyIIPOBOIKYBATH Cuctemu YHUpaBJIIHHA
PHY | cucremy ympasiinas iHGOpPMAiHOK OE3IEKOI0 inpopmaniiinoio besrexoro

Ta/abo kibepOe3nekoro opraHizamnii Ha 0a3i
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cTpaterii 1 moJITHKH iH(opMaIiiiHOT Oe3eKy.

3abe3neuyBatu Oe3MepepBHICTh Texuouorii 3a0e3meueHHs
Oi3Hec/omnepaliifHuX MPOLECiB, a TAKOXK BUABIATH | iH(opMariifHoi i kibepOe3nekn

PHI0 ypa3nuBOCTI iHPOPMAIIIHHIX CHCTEM Ta PeCypCiB, | 00’ €KTIB
aHaJI3yBaTH Ta OI[IHIOBATH PU3MKH IS Cucremu ynpaBiiHHS
iHpopManiitHO1 6e3nekn Ta/abo KibepoOesneku iHpopMartiiiHOIO 0e3MeK0I0
oprasizaiii.

AHanizyBaTu, KOHTPOJIIOBATH Ta 3a0e3neuyBaTti | TexHoJIOTii 3a0e3neueHHs
epexTuBHE (DYHKI[IOHYBAaHHSI CUCTEMH YNpaBIIiHHA | IHPopMaliiiHOT 1 KibepOe3neku

PE1] | AOCTYIOM 110 iHQOopMaLIITHUX pecypciB BIANOBITHO | 00’€KTIB
710 BCTAHOBJIEHUX CTpATETii 1 HOJITUKU Bupobunua npaktuka
1HpopMaliiiHOT Oe3reku Ta/abo kidbepoOe3nexu
oprasizaiii.

JlocmimxyBaTh, po3poOJIsATH Ta BIPOBAIKYBATH Cucremu ympaBiiHHS

METO/TH 13aX0I1 MIPOTHIIT KIOepIHIIUIEHTaM, 1H(}OpMaIIIITHOIO OE3MEeK0I0
PH12 3/1IHCHIOBATH MPOLIEYPH YIPABIIIHHS, KOHTPOJIIO

Ta pO3CIiyBaHHS, a TAKOXK HAJTaBaTH

PEKOMEH/IaIlii 00 TONePePKEHHS Ta aHaTI3Y

KIOEpIHIIUJIEHTIB B LIUIOMY.

JocmimxyBaTH, po3po0JIATH, BIPOBADKYBATH Ta | TeXHOJIOTIT 3a0e3meueHHs
BHUKOPHCTOBYBAaTH METOJM Ta 3aCO0U 1HdopmariiHoi 1 KibepOe3neKku
KpUTNITOTPA(IIHOTO Ta TEXHIYHOTO 3aXUCTY 00’€KTIB

PHI3 iHbopMarrii 613Hec/onepaniiHux IpoIeciB, a MoenroBaHHs CKIIAIHUX
TaKO’X aHaJII3yBaTH 1 HAJaBaTH OIIHKY HEJIHIHHUX TIPOIIECIB B
e(heKTHUBHOCTI iX BUKOPUCTaHHS B iHQOpMaIiiHuX | KibepOe3merri
cucTeMax, Ha 00’ekTax iHpopMaiiHoi qisuTbHOCTI | BupoOHMua mpakTrka
Ta KPUTUYHOT IHPPACTPYKTYPH.

AmHanizyBatu, po3po0JsiTH 1 CyIIPpOBOKYBATH [HTeNnexTyanpHi cucTeMu
CUCTEMY ayJUTy Ta MOHITOPUHTY €()EKTHBHOCTI Kibep3axucry

PH14 | dynkuionyBanHs iHGOPMAIIHHUX CUCTEM 1 Cucremu ynpaBiiHHS
TEXHOJIOTIH, Oi3Hec\onepalifiHux mporueciB y cdepi | iHpopmaiiiiHowo 6e3MeK00
iHdopmartiiinoi Ta\abo kibepOe3neku B HUIOMY. BupoOHuya npakTuka

IHo3eMHa MoBa Ju1st podeciiHoT
. . ISJIBHOCTI

3p0o3yMisio 1 HeABO3HAYHO JOHOCHUTH BIACH1 o\ .

) N (anrmilicbka/HiMeIbKa/(hpaHITy3bKa)
BHCHOBKH 3 Ipo0JieM iHhopMaliiHoi 6e3neku .
! VYrpapniHHs 6e31eK01o,
PH15 | Ta/abo xibepOe3neku, a TaKoK 3HAHHS Ta . . . .
N ABTOHOMHICTH Ta BIIMOBIAATBHICTh
MOSICHEHHSI, IO iX OOTPYHTOBYIOTH JI0 TIEPCOHAITY, o e X
: . X y nipodeciiHiii qiTbHOCTI
MapTHEpPIB Ta HIIUX OCiO. e o
Bukonanns kBanigikaiiifHo
poboTu
. - VYnpasiiHHa 6e3MeKoro,
[Ipuitmatu 0OTpyHTOBAHI1 PIllICHHS 3 . . . .
. . . .. .. | aBTOHOMHICTb Ta BIAMOBITAIbHICTh
OprafizaiiifHO-TeXHIYHUX MUTaHb IHPOpPMaIliITHOT o e .
: . y nipodeciiHiii qiSIbHOCTI
6e3neku Ta/abo kibepOe3neKH y CKIAIHUX 1 ;
. [HTEeNneKkTyanpHi CUCTEMH

PH16 | nenepenbauyBaHux yMoBax, y TOMY YHCII 13 i6eP3AXICT
3aCTOCYBAaHHSIM Cy4aCHUX METOJIB Ta 3ac00iB p3aXUCTy .

S . YrpaBiiHHS IHHOBAIIHHIMHU
OTTHUMI3allii, MPOTHO3YBAaHHS Ta MPUUHATTS
MPOEKTaMHU

pillIeHb.

MoaenroBaHHs CKIaIHUX
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HEJTIHIMHUX TPOIECIB B
kibepOesmerti
VYnpasiinHasa 6€3MeKo1o,

Matu HaBUYKH aBTOHOMHOTO 1 CAMOCTIHHOTO ABTOHOMHICTH Ta BiIOBITATBHICTh
HaBYaHHSA y cdepi iHopmaliitHoi 6e3neku Ta/adbo | y mpodeciiiHiil TisTbHOCTI
PH17 | xibepbe3neku i JOTHUHUX Tady3eil 3HaHb, Bupobuuua npaktuka
aHaJi3yBaTH BJACHI OCBITHI MOTpedU Ta [lepenarecrariiina npakTHKa
00’€KTUBHO OI[IHIOBATH PE3YJIbTATH HaBYaHHS. Bukonanss kBarigikariifHoi
poboTtu
VYnpainiHHa 6€31€K010,
[TmanyBaTn HaBYaHHS, a TAKOXK CYITPOBOKYBATH . . . .
ABTOHOMHICTbH Ta BIAMIOBIIATBHICTH
Ta KOHTPOJIIOBATH pOOOTY 3 MEPCOHATIOM Y OV .
PH18 . O y npodeciiHiii AiIbHOCTI
HarnpsMy iH$opMaIlliitHoT 6e3neku Ta/abo . . o\
. VYnpaBiaiHHS IHHOBALIHIMHA
KkiOepOe3nekH.
IPOEKTaMH
. . . Texnounorii 3a0e3neyeHHs
OO6uparu, aHai3yBaTH 1 po3poOJIATH IPUIATHI . A
. . . . iHpopMaliiiHO1 1 KibepOe3nekn
THUTIOBI aHATIITHYHI, PO3PaXyHKOBI Ta 06 KT
€KCIIEPUMEHTAJIbHI METOIN KiOEp3axuCTy, . . .\,
. VYnpaBiiHHS IHHOBAIHHIMH
PH19 | po3po0umsitu, peanizoByBaTu Ta CympoOBOKYBAaTH HDOCKTAMI
MPOEKTH 3 3aXUCTy iH(popmMarii y kibeprmpocropi, P .
. VR . IlepenarecramniiiHa NpakTUKa
IHHOBAIIIIHOT TISUTBHOCTI Ta 3aXUCTY e
. . . BukonanHs kBamidikamiiHo1
IHTEJIeKTYaJIbHOT BIIACHOCTI.
poboTu
CrtaBuTH Ta BUPINIYBATH CKIIATHI IHXKEHEPHO- MoenroBaHHs CKJIAIHUX
MPUKJIAHI Ta HAYKOBI 3a1a41 iHGOpMaIliitHO1 HEJIHIMHUX TPOIIECIB B
PH20 | 6e3nexu Ta/abo KibepOe3neKu 3 ypaxyBaHHIM kibepoe3merri
BHMOT BITYM3HSIHHUX Ta CBITOBHX CTAaHIApPTIB Ta Bukonanns kBamidikamiifHo1
Kpalux MpaKkTHK. po6oTu
[HTenexryanpHi CUCTEMH
Kibep3axucry
BuxopucToByBaTi METOIM HATYPHOTO,
. . , MonientoBaHHS CKIaIHUX
(13UYHOTO 1 KOMIT IOTEPHOTO MOJICTIOBAHHS JJIs1 o )
PH21 . . . HEJIHIMHUX TPOIECIB B
JOCTIIKEHHS MTPOLECIB, SIK1 CTOCYIOThCS . .
. o . kibepOe3merri
iHpopMarltiitHoT 6e3neku Ta/abo KibepOe3mneKu. e eo
Bukonanns kBainigikariifHoi
poboTH
[InanyBaTu Ta BUKOHYBaTH €KCIIEpUMEHTaIbHI 1 | Bukonanus kBamidikamiiiHol
TEOPETUYHI JOCTIIXKEHHS, BUCYBATH 1 IEpeBIpATH | poOOTH
PHD? rinore3u, oOUpaTH JJIg bOTO MPUIATHI METOIN Ta
IHCTPYMEHTH, 3/1IHCHIOBATH CTATUCTUYHY 0OpPOOKY
JTAHUX, OLIIHIOBATU JOCTOBIPHICTH PE3yNIbTaTIB
JOCHI/DKEHb, apTYMEHTYBATH BUCHOBKH.
OOrpyHTOBYBaTH BUOIpP MPOTPaMHOTO [HTENneKTyalbHI CUCTEMH
3a0e3MeueHHsl, yCTaTKyBaHHS Ta IHCTPYMEHTIB, Kibep3axucry
IH)KEHEpHUX TEXHOJIOTIH 1 IPOIECiB, a TaKOX Bukonanss kBamidikaiiHoi
PH23 0OMeXeHb I110/10 HUX B Tay3i iHpopmaniitHoi poboTtu

6e3neku Ta/abo kibepOe3neky Ha OCHOBI CydaCcHUX
3HaHb Y CYMDKHHX Tally3siX, HAyKOBO1, TEXHIYHOT
Ta JIOBIIKOBOT JIITEpaTypH Ta 1HIIOT TOCTYIHOT
iH(popMalii.
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3nificHIOBaTH JOCITIKEHHS Ta PO3pOOKy MeTOIiB | [HTeneKTyanbHi cucTeMu

Ta 3ac00iB 3a0e3neueHHs KibepOe3neKu i Kibep3axucry

3aXUIIEHOCTI IH(OopMaIlii, 1o 0OpoOIasEThCS MoientoBaHHS CKIIQTHUX

PH24 | (nepenaerscs) B iHpopMaIiiHO-KOMYHIKaIIHHUX HENIHIHUX MPOIIECIB B

cucTeMax, Ha OCHOBI MOJICTIOBAHHSI ITPOIIECIB 13 KibepbOesneni

BUKOPHUCTaHHSIM METOIB CUCTEM HITY4YHOTO

IHTEJIeKTY Ta HENIIHIHHOT AMHAMIKH.

BripoBamkyBatu nmporpamHi Ta anapatHi 3acoou | TexHouorii 3a0e3nedeHHs
3axucTy iH(popMaIlil BIINOBIIHO O BCTAHOBJICHUX | iH(poOpMaIiiHO1 i KibepOe3neKku
CTpaTerii 1 HOJIITUKU 1H(OopMallifHOT Oe3neKn 00’€eKTIB

PH25 | ta/abo kibepbe3nexu opranizamii. OuiHoBaTH [HTenexTyanpH1 cUCTEMH
BIJIMOBIJIHICTh CUCTEM Ta KOMIUIEKCIB 3aXUCTY Kibep3axucry
1HpopMallii Ta KiIbep3axucTy. Cucremu yrpaBiiHHS
1H(bOopMalLiiHOIO 0€3MEeK0I0
31liCHIOBATH TEXHIUYHE KEPIBHUUTBO (axiBusiMu Ta | TexHosorii 3a0e3ne4eHHs
HaJaBaTH KOHCYJNbTATHBHI MOCIYIM 1 TEXHIYHY | IHpopMaliiiHoi 1 KibepOe3neku
PH26 | nonomory 3 MIATaHb TEXHIYHOTO Ta | 00’€KTIB
KpunrorpadgiuHoro  3axucty iHQopmauii Ta | Cuctemu ynpaBiiHHS
KkiOep3axucry. iH(popMalLiiiHOIO Oe3MeKor0

2 BUBIPKOBA YACTUHA
Buznavaernbcs 3aBasiku BUOOPY 3100yBaYyaMy HABYAJIbHUX AUCUMILIIH i3 3alIPONIOHOBAHOI0
nepeJtiKy

5 PO3IIOAII OBCAT'Y ITPOI'PAMMU 3A OCBITHIMU KOMIIOHEHTAMMU

. =3 <
5 E M =
=3 o S ==
= L = 2 = =
= OcBiTHill KOMIIOHEHT " < e B
= 3| 2| B8
© g( S =
S | | &
=
1 2 3 4 5
OBOB’SI3KOBA YACTHHA 66
1.1 IuKi 3arajbHOI MiATOTOBKH 9
31 IHo3eMHa MOBa Jy1s poheciiHOT AISTBHOCTI 6,0 ic | 1;2:3:4
(aHrnificpka/ HiMelbKa/ ppaHIly3bKa)
32 VYnpasiiHHs 6€3MeK010, aBTOHOMHICTb Ta 30 | m 2
BIJINOBIAATBHICTD Y MpodeciiiHiil AISTbHOCT1
1.2 Iuka cneniajbHOI NiATOTOBKH 57
1.2.1 Daxosi 0c8imHI KOMROHEHMU 34 CNEeYIaNbHICIIO 27
D1 Texnounorii 3a0e3neyeHHs iHPOPMAITIIHHOT 1 8,0 ic 1.2
KibepOe3nexku 00’ eKTiB
D2 [HTENeKTyaNnpHI cUCTEeMH Kibep3axucry 5,0 ic 1,2
D3 Cucremu ynpaBiiHHs iH()OpMaIiiHO Oe3MEK0I0 6,0 ic 1.2
D4 YnpaBiiHHs IHHOBAIITHIMH MPOCKTaAMH 3,0 I3 1
D5 MopenroBaHHs CKJIQJHUX HENIHIITHIX MPOIIECIB B 5,0 ic 3:4
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kibepbesmeri
1.2.2 Ipaxmuuna niocomoexa 3a cneyiaibHicmio ma 30
amecmayis
I11 BupoOHnua npakTuka 10,0 | m3 5
112 Ilepenarecraniiina mpakTHKa 50 | m 3)
KP Bukonanss kBastidikaiiifHoi po6oTu 15
BUBIPKOBA YACTHUHA 24
Busnavaerncst 3aBIsikH BUOOPY 3100yBayamMu
B HABYAJIbHMX JMCUMILIIH i3 3aIIPONIOHOBAHOI0
nepeJiky
Pa3om 3a 000B’513K0BOI0 Ta BUOIPKOBOIO 90
YacTHHAMH

6 CTPYKTYPHO-JIOTTYHHA CXEMA

[TocnimoBHICTh HaBUYadbHOI MAISUTBHOCTI 3700yBaua 3a JEHHOK (HopMOIO
HaB4yaHHs (332 000B’s13k0B0I0 YacTuHOIO OIl) momana HUKYE.

KisibkicTh 0CBiTHIX
e KOMIIOHEHT, 1110
o ? 2 g = BUKJIA/1aI0ThCHA
=3 o =3 . . . = NPOTATrOM
g S 2 IIndpu ocBiTHIX KOMIIOHEHTIB = i =
5 .
= = = =
A 2 = =9
5]
[}
1 2 3 4 5 6 7 8
1 1 1 |31, ®I, 2, O3, 4 60 5 6 7
2 | 31,32, ®1, ©2, ©3 5
2 3 | 31, @5, (B) 2 2
4 |31, ®5, (B) 2
2 3 5 |II1, 112 30 2 2 3
6 | KP 1 1
Ipumimka:

KinpkicTh OCBITHIX KOMIIOHEHT y YBEpPTAX Ta CeMecTpax 3 YpaxXyBaHHSIM BHOIPKOBUX
HaBYAIbHUX NUCHUIUIIH (B) BU3HauaeThcs micns oOpaHHS HaBYAIbHUX AUCHMILIIH 3400yBayaMu
BUILIOT OCBITH
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Tabnuus 1. Matpus BiAOBIIHOCTI BU3BHAUYEHUX OCBITHHOIO MPOrPaMOI0 KOMIIETEHTHOCTEH KOMIIOHEHTaM OCBITHBOI MPOTrpaMu

KoMmnoneHTH ocBITHROT porpaMu

31

32

O]

O))

@3

04

D5

I11

I12

KP

KoMmnerentnocTi

K31

K32

K33

K34

K35

Kd1

K®d2

K®3

K4

K®5

K®do6

K®7

K®g§

K®9

K®10

CK11

CK12

CK13




Tabnuusg 2. Matpuis BiIOBITHOCTI pe3yJbTaTIB HABYAHHSI KOMIIOHEHTAM OCBITHBOI IPOrpamMu

KoMmoHeHTu ocBITHROT pOorpaMu

31

32

O]

)

@3

D4

D5

I11

I12

KP

Pe3ynpratn HaBuaHHA

PH1

PH2

PH3

PH4

PHS

PH6

PH7

PHS

PH9

PHI0

++ [+ |+ +

PHI11

PHI2

PH13

PHI14

PHI15

PHI16

PH17

+

PHI18

+ |+ |+ ]+

PHI19

PH20

PH21

PH22

PH23

+ |+ 4|+

PH24

+

PH25

PH26
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8 NIPMKIHUEBI I[TOJIOXXEHHA

[Iporpama po3poOneHa 3 ypaxyBaHHSM HOPMATUBHUX Ta IHCTPYKTUBHHX
MarepianiB MDKHApOIHOTO, Tajy3€BOro Ta AEPKaBHOTO PIBHIB:

1. IlonoxkeHHsI PO aKpeaUTallll0 OCBITHIX MpOrpam, 3a SIKUMH 3I1HCHIOETHCS
MIJrOTOBKA 3/100yBaviB BUIIOT OCBITH, 3aTBep/keHe Hakazom MiHicTepcTBa OCBITH 1
Hayku Ykpainu Big 15 tpaBHs 2024 p. Ne 686. 3apeectpoBano B MiHicTepCTBI
octuilli Ykpainn 04 nunus 2024 p. 3a Ne 1013/42358. [Enextponuuii pecypc].
https://zakon.rada.gov.ua/laws/show/z1013-24#Text.

2. byrenko A. Po3’sicHeHHs 11070 3acTocyBaHHS KpuTepiiB OI[IHIOBaHHS SKOCTI1
OCBITHBOI TIpOorpaMu: METOAWYHUN MociOHUK [Enextponne Bumanns] / A. byTeHko,
I'. lenuckina, O. €pemenko, O. Kumm, [. Cimmar, O. TpeGenko. — Kuis
HarionanpHe areHTCTBO 13 3a0e3neuyeHHs SKOCTI BHIOi ocBith, 2024. — 127 c¢. —
ISBN 978-617-95459-0-0.

3. Ksgit Cepriit. [lopoxns kapta peopmyBaHHs BUIIOi OCBITH YKpainu. OCBITHS
noxituka. [Topran rpomanckkux excrneprti. [Enexrponnuii pecypce]. http://education-
ua.org/ua/articles/1159-dorozhnya-karta-reformuvannya-vishchoji-osviti-ukrajini.

4. T'nocapiif. HamioHanpHe areHTCTBO 13 3a0e3MeuUeHHs SKOCTI BUIIO1 OCBITH.
[EnexTponnuii pecypc]. https://naga.gov.ua/wp-
content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1
%96%d0%b9.pdf.

5. JloBimHUK KOpUCTYyBaya €KTC [EnexTponHuii pecypc].
http://mdu.in.ua/Ucheb/dovidnik_koristuvacha_ekts.pdf.

6. 3akon  Ykpainu  «[Ipo  Bumy ocBity» [EnexktponHmii = pecypc].
https://zakon.rada.gov.ua/laws/show/1556-18.

7. 3aKoH Ykpainu «IIpo OCBITY» [ EnekTpoHHUIA pecypc].
https://zakon.rada.gov.ua/laws/show/2145-19.

8. Hamionaneamii  kiacudikatop VYkpainu: "Kmacudikarop mpodeciin" JIK
003:2010.

9. HamionanpHa paMka KBaTiiKaIin —
https://zakon.rada.gov.ua/laws/show/1341-2011-1.
10. [epemix raiyseit 3HaHb 1 CHeIiaIbHOCTEH —

http://zakon4.rada.gov.ua/laws/show/266-2015-m.

11. Jluct MinictepcTBa ocBiTH 1 Hayku Ykpainu Bimg 28.04.2017 p. Nel/9—
239 moao BUKOpPUCTAaHHSA y poOOTI 3aKiaaiB BHINOI OCBITH MPUMIPHHUX 3pa3KiB
OCBITHIX MpoOTpam.

12. MetonnuHi pekoMeH Al 010 PO3POOJICHHS CTAaHIAPTIB BUIIOI OCBITH.
3arBepxeHo Hakazom MinictepcTBa ocBith 1 Hayku Ykpaiam Big 01.06.2017 p. Ne
600 (y pemakiii Hakazy MiHicTepcTBa ocBith 1 Hayku Ykpainu Big 30.04.2020 p. Ne
584 — https://mon.gov.ua/storage/app/media/vyshcha/naukovo-
metodychna_rada/2020metod-rekomendacziyi.docx

13. TloctanoBa KabGinery MinictpiB Ykpainm Bim 30 rpymas 2015 p. Ne 1187
«ITpo 3atBepmxkeHHs JIIEH31WHUX YMOB MPOBAHXKEHHS OCBITHBOI ISTIBHOCTI».



http://education-ua.org/ua/articles/1159-dorozhnya-karta-reformuvannya-vishchoji-osviti-ukrajini
http://education-ua.org/ua/articles/1159-dorozhnya-karta-reformuvannya-vishchoji-osviti-ukrajini
https://naqa.gov.ua/wp-content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1%96%d0%b9.pdf
https://naqa.gov.ua/wp-content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1%96%d0%b9.pdf
https://naqa.gov.ua/wp-content/uploads/2020/01/%d0%93%d0%bb%d0%be%d1%81%d0%b0%d1%80%d1%96%d0%b9.pdf
http://mdu.in.ua/Ucheb/dovidnik_koristuvacha_ekts.pdf
https://zakon.rada.gov.ua/laws/show/1556-18
https://zakon.rada.gov.ua/laws/show/2145-19
%20
%20
http://zakon4.rada.gov.ua/laws/show/266-2015-п
https://mon.gov.ua/storage/app/media/vyshcha/naukovo-metodychna_rada/2020metod-rekomendacziyi.docx
https://mon.gov.ua/storage/app/media/vyshcha/naukovo-metodychna_rada/2020metod-rekomendacziyi.docx
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http://zakon5.rada.gov.ua/laws/show/1187-2015-n/page.

14. JIuct MinictepctBa ocBITH 1 Hayku Ykpainu Big 05.06.2018 p. Nel/9-377
I10JI0 Ha/IaHHS P03’ ACHEHb CTOCOBHO OCBITHIX IIPOrPaAM.

15. TlonoxkeHHd TMpo OpraHizamilo OCBITHbOrO Impouecy HamioHansHOro
TEXHIYHOTO YHIBEpCUTETY «/lHiIMpoBChbka moJiTeXHIKa» / MIiH-BO OCBITHM 1 HayKH
Vkpainu, Ham. texs. yH-T «/[HinmpoBchka nomitexHika». — Huinpo : HTY «JI»,
2024. — 46 c. Pexxum goctymy: https://surl.li/qgvmos.

16. ITonoxenus po GpopMyBaHHS MepeiKy Ta 0OpaHHs HABYAIbHUX JUCHUILIIH
3no0yBayaMy  BUIIOI  OCBITMU  HamioHanbHOro  TEXHIYHOIO  YHIBEPCHUTETY
«J/IHImpOBChbKAa TONITEXHIKa» (31 3MIHAMU Ta JOMOBHEHHSMH, 3aTBEPIKECHUMHU
Buenow panoro yHiBepcutety Bin 22.04.2021, mpotokon Ne 7) / Ham. TexH. yH-T
«/IninpoBcrka nomitexuikay. Jainpo, HTY «JI1», 2021. — 12 c.

17. TlonoxkeHHsI TIPO TMOPSAJIOK peanizaiii npaBa Ha akaJeMIuyHy M061JIBHICTB
HamionanbHoro TexHIYHOro yHiBepcuTery “/[HIMpOBCbKa TMOMITEXHIKA®  Bij
19.04.2018 p.

18. Cranmapt Bumoi ocBiTH 3a cremianbHicTio 125 KibepOesneka miis apyroro
(MaricTepchbKOro) piBHsI BHIIOI OCBITH, 3aTBEP/KCHUI HaKa3oM MiHICTEpCTBa OCBITH
1 Hayku Ykpainu Big 18.03.2021 p. Ne 332.

19. Cranmaptu Ta peKoMeHJaIllil moa0 3a0e3MeUeHHs SKOCTI B €BpOINEHChKOMY
pocTopi BUIIOT OCBITH (ESG) // URL:
https://ihed.org.ua/wpcontent/uploads/2018/10/04_2016_ESG_2015.pdf.

20. EQF 2017 (EBporneiickka  pamka KBaTihiKaIlin) /l URL:
https://ec.europa.eu/ploteus/sites/eac-eqf/files/en.pdf;
https://ec.europa.eu/ploteus/content/descriptors-page.

21.QF EHEA 2018 (Pamka xkBamidikamiii  €I1BO) //  URL:
http://www.ehea.info/Upload/document/ministerial_declarations/EHEAParis2018 C
ommunique_AppendixIll_952778.pdf.

22. ISCED (Mixnaponna cranmaptHa kinacudikamis ocsitu, MCKO) 2011 //
URL: http://uis.unesco.org/sites/default/files/documents/international -
standardclassification-of-education-isced-2011-en.pdf.

23. ISCED-F (Mixunapoana ctanaaptHa kinacudikamis ocsitu — ["amy3i, MCKO-
') 2013 // URL: http://uis.unesco.org/sites/default/files/documents/international-
standard-classification-of-education-fields-of-education-and-training-2013-detailed-
field-descriptions-2015-en.pdf.

24. TUNING (myis o3HailoMIIeHHA 31 crienialbHUMH ((paXxOBUMH) Ta 3araJbHUMH
KOMIIETEHTHOCTSIMU Ta MpUKIagaMu CTaH/IapTIB -
http://www.unideusto.org/tuningeu/.

25. HamionanpHUM OCBITHIHM TiIocapiii: BHIa ocBiTa / 2-¢ BUI., IepepoO. 1 gor. /
aBT.-ykman. : B. M. 3axapuenko, C. A. KamammikoBa, B. 1. Jlyroswmii, A. B.
CraBunpkuii, FO. M. Pamkesuy, JK. B. Tananosa / 3a pen. B. I'. Kpemens. — K.
TOB "BuaaBHu4ni M "ITnesou", 2014.— 100 C. —
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-
materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-
bolonskoho-protsesu.html?download=83:hlosarii-terminiv-vyshchoi-osvity-2014-r-



http://zakon5.rada.gov.ua/laws/show/1187-2015-п/page
http://uis.unesco.org/sites/default/files/documents/international-standard-classification-of-education-fields-of-education-and-training-2013-detailed-field-descriptions-2015-en.pdf
http://uis.unesco.org/sites/default/files/documents/international-standard-classification-of-education-fields-of-education-and-training-2013-detailed-field-descriptions-2015-en.pdf
http://uis.unesco.org/sites/default/files/documents/international-standard-classification-of-education-fields-of-education-and-training-2013-detailed-field-descriptions-2015-en.pdf
http://www.unideusto.org/tuningeu/
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=83:hlosarii-terminiv-vyshchoi-osvity-2014-r-onovlene-vydannia-z-urakhuvanniam-polozhen-novoho-zakonu-ukrainy-pro-vyshchu-osvitu&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=83:hlosarii-terminiv-vyshchoi-osvity-2014-r-onovlene-vydannia-z-urakhuvanniam-polozhen-novoho-zakonu-ukrainy-pro-vyshchu-osvitu&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=83:hlosarii-terminiv-vyshchoi-osvity-2014-r-onovlene-vydannia-z-urakhuvanniam-polozhen-novoho-zakonu-ukrainy-pro-vyshchu-osvitu&start=80
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onovlene-vydannia-z-urakhuvanniam-polozhen-novoho-zakonu-ukrainy-pro-
vyshchu-osvitu&start=80.

26. PamkeBnu FO.M. BonoHchkuii mpoliec Ta HOBa mapaaWrMa BUIIOI OCBITH —
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-
materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-
bolonskoho-protsesu.html?download=82:bolonskyi-protses-nova-paradyhma-
vyshchoi-osvity-yu-rashkevych&start=80.

27. Po3BUTOK cHuCTeMU 3a0€3MEeUeHHs SKOCTI BHUIOI OCBITM B YKpaiHi:
iH(pOpMaLiHHO-aHATI THYHU T OTJISI — http://erasmusplus.org.ua/korysna-
informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-
shchodo-zaprovadzhennia-instrumentiv-bolonskoho-
protsesu.html?download=88:rozvytok-systemy-zabezpechennia-iakosti-vyshchoi-
osvity-ukrainy&start=80.

28. Po3po0sieHHsT OCBITHIX MNporpaMm: MeToauWyHl pexomeHpaainii / ABT.: B.M.
3axapuenko, B.I. Jlyrosuii, KO.M. PamxeBuu, XK.B. TamanoBa / 3a pen. B.I.
Kpemens. — K. JAII  "HBL  "Ipiopureru", 2014. - 120 c. -
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-
materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-
bolonskoho-protsesu.html?download=84:rozroblennia-osvitnikh-prohram-
metodychni-rekomendatsii&start=80.

29. [Ipo BHECeHHs 3MIH JI0 TIEPEIIIKY rajy3ei 3HaHb 1 CIelIaIbHOCTEH, 3a SKUMHU
3MIMCHIOETHCS MIATOTOBKA 3100yBayiB BUI0i ocBiTH / [locranoBa KabiHeTy MiHICTpIB
VYkpaiau Big 16 rpynnst 2022p. Ne 1392.

30. Ilpodeciitnuii  crangapt «®PaxiBenpb cdepu 3axucty iHGopMmamii» /
3atBepkeHo Hakazom Anminictparii Jepskcner3s’sizky Ne 715 Big 25 nmcromnana
2022 p. — https://reqister.nga.gov.ua/uploads/0/439-
profesijnij_standart fahivec sferi_zahistu informacii.pdf

OcBiTHA mporpama OMNPUITIOHIOETHCS HAa CalTl YHIBEPCUTETY O IMOYATKY
MPUIIOMY CTYJICHTIB Ha HABYAHHSI.

OcBiTHA TIporpaMa MOMUPIOETHCS Ha BCl Kadeapu YHIBEPCUTETY Ta BBOJUTHCS
B 1ifo 3 01 BepecHs 2026 poky.

Tepmin aii OCBITHBOT TpOrpaMu HE MOXKE MepeBUITyBaTH | pik 4 micsili Ta/abo
nepion akpemutaitii. OCBITHA Mporpama IIjisArae Meperyisiay BiMOBIIHO 0 3MiH
HOpMAaTUBHOI 0a3u Ykpainu B cdepi BUIIOI OCBITH, ajie HE PiIIe OJJHOTO pa3y Ha pikK.

BinmoBimanpHICT 3a SKICTh Ta yHIKadbHI KOHKYPEHTHI TepeBard OCBITHHOI
MPOrpaMu HECE TapaHT OCBITHBOI MPOTPaMHU.


http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=83:hlosarii-terminiv-vyshchoi-osvity-2014-r-onovlene-vydannia-z-urakhuvanniam-polozhen-novoho-zakonu-ukrainy-pro-vyshchu-osvitu&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=83:hlosarii-terminiv-vyshchoi-osvity-2014-r-onovlene-vydannia-z-urakhuvanniam-polozhen-novoho-zakonu-ukrainy-pro-vyshchu-osvitu&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=82:bolonskyi-protses-nova-paradyhma-vyshchoi-osvity-yu-rashkevych&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=82:bolonskyi-protses-nova-paradyhma-vyshchoi-osvity-yu-rashkevych&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=82:bolonskyi-protses-nova-paradyhma-vyshchoi-osvity-yu-rashkevych&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=82:bolonskyi-protses-nova-paradyhma-vyshchoi-osvity-yu-rashkevych&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=88:rozvytok-systemy-zabezpechennia-iakosti-vyshchoi-osvity-ukrainy&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=88:rozvytok-systemy-zabezpechennia-iakosti-vyshchoi-osvity-ukrainy&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=88:rozvytok-systemy-zabezpechennia-iakosti-vyshchoi-osvity-ukrainy&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=88:rozvytok-systemy-zabezpechennia-iakosti-vyshchoi-osvity-ukrainy&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=88:rozvytok-systemy-zabezpechennia-iakosti-vyshchoi-osvity-ukrainy&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=84:rozroblennia-osvitnikh-prohram-metodychni-rekomendatsii&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=84:rozroblennia-osvitnikh-prohram-metodychni-rekomendatsii&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=84:rozroblennia-osvitnikh-prohram-metodychni-rekomendatsii&start=80
http://erasmusplus.org.ua/korysna-informatsiia/korysni-materialy/category/3-materialy-natsionalnoi-komandy-ekspertiv-shchodo-zaprovadzhennia-instrumentiv-bolonskoho-protsesu.html?download=84:rozroblennia-osvitnikh-prohram-metodychni-rekomendatsii&start=80
https://register.nqa.gov.ua/uploads/0/439-profesijnij_standart_fahivec_sferi_zahistu_informacii.pdf
https://register.nqa.gov.ua/uploads/0/439-profesijnij_standart_fahivec_sferi_zahistu_informacii.pdf

Hasuanbue Buganas

Kopnienko Banepiit IBanoBuu
Kopuenko Anna OnekcanipiBHa
I'epacina Onexkcannpa Bonogumupisaa
Kosanwosa HOmnis BikropiBHa
Kpyuinin Onekcanap BononumupoBuy
Tumodeer JImurpo CepriiioBuu
KoBanenko Aptem Bonogumuposuy

OCBITHHO-TIPO®ECIMHA ITPOT'PAMA BHUIIOI OCBITH
MATI'ICTPA
«KIBEPBE3IIEKA»

EnexkTponHunii pecypc

Bunano
y HanioHanbHOMY TEXHIYHOMY YHIBEPCUTETI
«/IHIIPOBCHKA MOJMITEXHIKAY.
CaigonrBo npo BHeceHHs 110 [epxkapHoro peectpy K Ne 1842 Bin 11.06.2004.
49005, M. JIrinpo, npocmn. JImutpa SBopHuIEKOTO, 19.



PELEH3IA
Ha OCBITHBO-TIpodeciiiny nporpamy «Kidepoesnekar»
MIrOTOBKHU 37100yBauiB APYyroro (MariCTepChbKoOro) piBHs BHUINOI OCBITH
cneianbHocTi F5 KibepOesneka Ta 3axuct iHpopmanii

B ymoBax mportuzii 30poiHOi arpecii, 30kpema y KiOeprnpocTopi, BKpaii
BOXJIMBUM € 3a0€3MeyYeHHs] IMIJrOTOBKM BHCOKOKBaTi(pIKOBaHMX (axiBIIB 3a
BIJIMOBIIHOIO OCBITHRO-MPO(DECIHOI0 MPOrpamMoro, sKa MpeacTaBieHa Kadeaporo
Oe3nexu HpopMallii Ta TeIEKOMYHIKAIlIH.

Mertoro OIIIl € miaroroBka (axiBiiB 3 KkibepOe3neku 13 3a0e3MeUeHHIM
OpPraHIYHOTO TIOEJHAHHSA OCBITHBOI Ta IHHOBAIIMHOI MISUTBHOCTI, CHOPsIMOBaHAa Ha
3M00YTTSA TOTIHOJEHUX TEOPETUYHUX 1 TMPAKTUYHUX 3HAHB 1010 (OpMyBaHHS
3IaTHOCT1 PO3B’SI3yBaTH CKJIaJIHI HAyKOB1 Ta MPAKTU4YHI MPoOseMu 3a0e3MeueHHs
3axXuIeHOoCT1 1HdopMallii, mo o0polseTbes (mepenaersbcsi) B 1HGOpMaIiiiHO-
KOMYHIKaIlIMHUX CHCTeMaX, IO JO3BOJUTh BUIYCKHUKAM YCHIIIHO 3JiHCHIOBATH
JOCII/DKCHHS, TPOCKTYBAaHHS, BIPOBAKCHHS, CKCIUTyaTallifdo Ta MOJEpHI3aIlio
Cy4aCHUX CHCTEM Ta TEXHOJIOT1i iHpopMaliifHOi Ta/abo KibepOe3neKu.

OIIIl, mo monmaHa Ha pereHsito, po3pobiieHa Ha ocHoBi CraHmapTy BHIIOT
ocBiTh 3a cremianpHicTIO F5 KibepOesneka ta 3axuct iHdopmariii Ta BpaxoBye
cyyacH1 TeHAeHI1i po3BUTKY [T-ranxysi i BUMOT puHKY mpaiii.

Komnonentun OIIIl BpaxoByroTh BuMoru IlpodeciiiHoro cranmapty 2139.2
daxisenb chepu 3axucTy iHGpopMarlii.

Kinmesi, micymMKoBi Ta IHTETpaTHBHI pPe3yibTaTH HABUYaHHS Marictpa 3i
crerianbHocTi F5 KibepOesneka Ta 3axuct iHdopmallii BiAMOBIIAIOTh CYYaCHUM
BUMOTaM JI0 MIiATOTOBKH (haxiBIliB, 3JaTHUX PO3B’SA3yBaTH CKJIQJHI HAaYKOBI Ta
MpPaKTUYHI MpoOseMu 3a0€3MeUeHHs] 3aXUINEHOCTI iH(opmarllii, ska 00poOIseThCs
(mepemaerbes) B iHGOPMAIIMHO-KOMYHIKAIIHHUX cucTeMax. [I03UTHBHUM acleKTOM
€ MOXJIMBICTh (pOpMYBaHHS I1HAMBIAYaJIbHOI OCBITHBOI TPAEKTOPii depe3 BULILHUUI
BHUOIp OCBITHIX KOMIIOHEHTIB 3 BUOIPKOBOT YaCTHHH.

Tako MOXJIMBO BKJIIOYECHHS BHUOIPKOBOTO Kypcy ab0 OKpPeMOro po3ailly B
ICHYyIO4l JUCHUIUIIHM CTOCOBHO OUIBIIOI  AeTanmizarlii TEeXHOJOTIA 3axHUCTy
(xi6epOe3nekn) 00’ €kTiB IHPOPMAIIMHOT TISITEHOCTI KPUTHYHOI IHOPACTPYKTYPH.

BBaxaro, mo OIIIl «KibGepbesneka» B HTY «/lHimpoBchbka MONITEXHIKa» €
aKTyaJIbHOIO, BIJNMOBIJA€ CYYaCHUM TEHACHISAM PO3BUTKY  1HGOpMAIIHHIX
TEXHOJIOT1M 1 BUMOTaM PUHKY Mpalll Ta MOke OyTH peKOMEHAOBaHa JJisl MiATOTOBKU
3100yBadiB BHIOI OCBITH Jpyroro (MaricTepchbkoro) piBHS 3a cremiaiabHicTIO F5
KibepOesmeka ta 3axuct iH(popmarrii.

JlupexTop AenapraMeHTy Uu(poBOi
TpaHchopMalil, iHpopMaliHHUX TEXHOJIOTIH Ta
€JIEKTPOHHOIO ypsiyBaHHS J[HIIPONIETPOBCHKO],
obnacHol epxaBHOI aaMiHiCcTpalil

€sren JIOH



PELEH3IA
Ha OCBITHBO-TIpodeciiiny nporpamy «KidbepOe3nekar
MIATOTOBKH MaricTpis 31 cnenianbHocTi F5 Kibepbesneka Ta 3axuct iHpopmarii
B HanionanbHOMY TEXHIYHOMY YHIBEPCHUTETI «J{HIIPOBCHKA MOJIITEXHIKA»

[IpoBenennii ananiz posrasHyToi OIII «KibepOe3neka» mokazaB, IO BOHA
BIMOBIAa€E cydyacHUM Bumoram IT-iHaycTpii Ta BHMOraM pHUHKY @pail 100
MIATOTOBKH IpOo(decioHaniB BUCOKOTO PiBHS, 3JaTHUX PO3B’s3yBaTH CKJIA/JHI HAyKOBI
Ta TPAKTUYHI MPoOJIeMH 3a0e3nedyeHHsT 3aXuIeHoCTI H(opMallii B iHDOpMaIliitHO -
KOMYHIKAIIHHUX CHUCTEMaX, IO JO3BOJUTh BHUITYCKHHKAM YCIIIIHO 3IIHCHIOBATH
JOCTIIDKEHHS, MPOEKTYBaHHS, BIPOBA/KCHHS, CKCIUTyaTallil0 Ta MOJEpHi3allito
Cy4aCHHUX CHCTEM Ta TEXHOJOr1i iHpopMaliiHOi Ta/abo KibepOe3neKu.

Ham3BuyaitHO Ba)kKTUBUM I TPAKTUYHOI AiSUTBHOCTI BBa)Kar0 HAasBHICTH
YMIHb Ta HaBHYOK, skl Bu3HaueHl [IpodeciitHum cranmaprom 2139.2 daxiseup
chepu 3axucty i"dopwmarii. Y Bignosigniii OIIIl BkazaHi ymiHHS 3iCTaBlieHi 13
NpoTpaMHUMH pe3yabTaTaMH HaBYaHHs 3a JAitounM CTaHIApTOM BHIOI OCBITH 3a
cnemanbHicTiO F5 KibepOesneka ta 3axuct iHdopmaiiii. BinnosigHo 10 nporpaMHUX
pe3ybTaTiB HaBYaHHS BOHHM PO3IMOIIJICHI MK OCBITHIMH KOMIIOHEHTAMH, IO iX
3a0e3neuyoTh. TakK, BaXKJIUBUM 00 €KTOM BHBYEHHS NPEIMETHOI 00JacTi Yy
posrisanyTit OIIII € momituku y cdepi 3axucty iHbopmarii Ta KibepOe3neKu, 1o
peanizyroTh ad0 3aCTOCOBYIOTh (PYHKIIIT 3a0e3MeueHHs 3aXHUILEeHOCT] 1HpopMaIlii, sika
o0poOnsieThest  (mepenaerbes) B 1HOOpPMAIIHHO-KOMYHIKAIIIMHUX CHCTEMaX, Bil
HECaHKIIIOHOBAHUX [id, BlJ BUTOKY TEXHIYHMMM KaHaJIaMH Ta BiJ CIELIalbHUX
BIUTMBIB Ha 3aco0u oOpoOku iHdopmarrii, a Takox iHGoOpMaIlii, Mo 03BYIYy€EThCS Ha
00’ exTax 1H(POpMAIIHHOT TISUTBHOCTI.

OIIIl no3Bomsie cdopMyBaTd y BUIYCKHUKIB 3arajbHi Ta CIEIialibHI
KOMITETCHTHOCT1, BKpall HeoOXimH1 g 3a0e3nedueHHs KIOEpPCTIMKOCTI Ta 3aXHUCTY
iHpopMaIIii IMPOKOTo CIEKTPY 00’ekTiB 1H(pacTpykTypu. Takoxk BBakaro, IO
BapTO MPUIUIATA OUIBINY yBary aHajidy pH3UKIB OO0 €KTIB  KPUTUYHOI
1H(paCTPYKTYpPH.

Kanpoge, maTepianbHO-TeXHIUHE 320€3MEYEHHS BIIMOBIAE yCIM BUMOTAM IIIOJ0
3a0e3MeUYCHHsI MMPOBAKCHHST OCBITHBOI JISUTBHOCTI JUIsl Apyroro (MaricTepchbKoro)
PIBHS BUIIO1 OCBITH BiAMOBIIHO A0 JIIEH31IMHUX YMOB.

BumeBukiianene nae miacraBu s BUCHOBKY, 1o OIIIT «KiGepOesmeka» moxke
OyTH peKOMEHAOBaHA JIsi BUKOPHUCTAHHS B OCBITHROMY MPOIEC JJIS ITJIATOTOBKH
3100yBaviB JApyroro (MaricTepchbKOro) piBHS BHINOI OCBITH 3a cheriaabHicTIO F5
KibepOesmeka ta 3axuct iH(popmarrii.

Hupexrop TOB HBII
«bararokaHanbHi iHGoOpMaLiiHi
cucremu nepepadi «bICIII», k.1.H.
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